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Automating system administration Automating system administration 
tasks by scheduling jobs tasks by scheduling jobs 

● croncron
– Executes a task at a recurring intervalExecutes a task at a recurring interval

● anacronanacron
– At system boot, runs jobs missed during system At system boot, runs jobs missed during system 

offoff
● atat

– Executes a task once at some time in the futureExecutes a task once at some time in the future



Using Using croncron  

● Executes jobs at a recurring intervalExecutes jobs at a recurring interval
– A job runs every interval until job is removedA job runs every interval until job is removed

● Each user has a cron table which describes Each user has a cron table which describes 
what to execute and at what intervalwhat to execute and at what interval
– resides in the resides in the /var/spool/cron/var/spool/cron directory directory

● crontabcrontab
– command used to create, modify, and view a cron command used to create, modify, and view a cron 

tabletable
● Outputs are sent to job owner via emailOutputs are sent to job owner via email
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crontabcrontab Command Format Command Format

    Minute  Hour   Day  Month  Week DayMinute  Hour   Day  Month  Week Day
  ­­­­­­  ­­­­­  ­­­  ­­­­­  ­­­­­­­­­­­­­­  ­­­­­  ­­­  ­­­­­  ­­­­­­­­
  */5     18­20   *    *      1,3,5     */5     18­20   *    *      1,3,5     commandcommand

● minute of the hour (0-59)minute of the hour (0-59)
● hour of the day (0-23)hour of the day (0-23)
● day of the month (1-31)day of the month (1-31)
● month of the year (1-12)month of the year (1-12)
● day of the week (0-7, where 0 and 7 are Sunday)day of the week (0-7, where 0 and 7 are Sunday)



crontabcrontab Syntax Syntax

● An asterisk (An asterisk (**) stands for all values) stands for all values
● Ranges are allowed with a dashRanges are allowed with a dash

– 4­74­7 for the day entry specifies days 4 through 7 for the day entry specifies days 4 through 7
● Lists are allowed and can contain a comma-Lists are allowed and can contain a comma-

separated elementseparated element
– 0,3,5,70,3,5,7

● //numbernumber  notation, specifies skips of the number's notation, specifies skips of the number's 
value through the rangevalue through the range
– */11*/11 in the minute field indicates a job that’s run every 11  in the minute field indicates a job that’s run every 11 

minutesminutes



crontabcrontab nicknames nicknames

● @reboot@reboot : Run once, at startup. : Run once, at startup.
● @yearly@yearly : Run once a year, i.e. " : Run once a year, i.e. "0 0 1 1 *0 0 1 1 *".".
● @annually@annually : Run once a year, i.e. " : Run once a year, i.e. "0 0 1 1 *0 0 1 1 *".".
● @monthly@monthly : Run once a month, i.e. " : Run once a month, i.e. "0 0 1 * *0 0 1 * *".".
● @weekly@weekly : Run once a week, i.e. " : Run once a week, i.e. "0 0 * * 00 0 * * 0".".
● @daily@daily : Run once a day, i.e. " : Run once a day, i.e. "0 0 * * *0 0 * * *".".
● @hourly@hourly  : Run once an hour, i.e. ": Run once an hour, i.e. "0 * * * *0 * * * *".".



The The crontabcrontab Command  Command 

● crontab ­lcrontab ­l
– Lists the current cron tableLists the current cron table

● crontab ­ecrontab ­e
– Edits the current cron tableEdits the current cron table

● crontab ­rcrontab ­r
– Removes the current cron tableRemoves the current cron table

● crontab filenamecrontab filename
– Restores cron table from the contents of Restores cron table from the contents of filenamefilename



Cron Job examplesCron Job examples

● 0 15,16,17 * * 1,4 /tmp/myscript 0 15,16,17 * * 1,4 /tmp/myscript 
– Once per hour between 3pm and 5pm on Monday Once per hour between 3pm and 5pm on Monday 

and Thursday and Thursday 

● 23 0­23/2  *  *  * /tmp/myscript23 0­23/2  *  *  * /tmp/myscript
– At 23 minutes every two hours At 23 minutes every two hours 



/etc/crontab/etc/crontab File Format File Format

Minute Hour  Day Month Week DayMinute Hour  Day Month Week Day
­­­­­­ ­­­­  ­­­ ­­­­­ ­­­­­­­­­­­­­­ ­­­­  ­­­ ­­­­­ ­­­­­­­­
*/5    18­20 *   *     1,3,5    */5    18­20 *   *     1,3,5    useruser  commandcommand

● Driven by systemDriven by system
● Only root can edit the fileOnly root can edit the file
● All outputs are sent to MAILTO specification, All outputs are sent to MAILTO specification, 

otherwise to roototherwise to root



/etc/cron.*//etc/cron.*/ Directories Directories
● The The /etc/cron.d//etc/cron.d/ directory contains additional  directory contains additional 

system crontab filessystem crontab files
– Contents are in the same format as the Contents are in the same format as the /etc/crontab/etc/crontab

● For RHEL5/FC6, the scripts in For RHEL5/FC6, the scripts in /etc/cron.*//etc/cron.*/ directories  directories 
are scheduled in are scheduled in /etc/crontab/etc/crontab
– /etc/cron.hourly//etc/cron.hourly/ : first minute of every hour : first minute of every hour
– /etc/cron.daily//etc/cron.daily/ : 4:02am each day : 4:02am each day
– /etc/cron.weekly//etc/cron.weekly/ : 4:22am each Sunday : 4:22am each Sunday
– /etc/cron.monthly//etc/cron.monthly/ : 4:42am first day of each month : 4:42am first day of each month

● For RHEL6/FC12, anacron takes over the schedules in For RHEL6/FC12, anacron takes over the schedules in 
/etc/crontab/etc/crontab



crontabcrontab Access Control  Access Control 

● If file If file /etc/cron.allow/etc/cron.allow exists, only the  exists, only the 
users in list are allowed to use crontabusers in list are allowed to use crontab

● If the If the /etc/cron.allow/etc/cron.allow file does not exist  file does not exist 
but the but the /etc/cron.deny/etc/cron.deny instead, only the  instead, only the 
users NOT in list are allowed to use crontabusers NOT in list are allowed to use crontab

● If neither of these files exists, only the super If neither of these files exists, only the super 
user is alloweduser is allowed



Using Using anacronanacron  

● Similar to cron, but does not assume machine is Similar to cron, but does not assume machine is 
running 24/7running 24/7
– Runs jobs at specified intervals as closely as machine Runs jobs at specified intervals as closely as machine 

uptime permitsuptime permits
– Commonly used on laptopsCommonly used on laptops

● Standard configuration on Red HatStandard configuration on Red Hat
– Used to make sure Used to make sure /etc/cron.*//etc/cron.*/ jobs are executed jobs are executed
– Otherwise, if a machine is regularly turned off at night, Otherwise, if a machine is regularly turned off at night, 

important important cron.daily/cron.daily/ tasks would never run tasks would never run
● /etc/anacrontab/etc/anacrontab

– Master configuration fileMaster configuration file

Ref. Pge. 371



Using Using atat command  command 

● Execute a command at a specific later timeExecute a command at a specific later time
● Time can be specified in a flexible mannerTime can be specified in a flexible manner

– at 4pm + 3 dayat 4pm + 3 day
– at now + 5 hoursat now + 5 hours

● atqatq : viewing at Jobs : viewing at Jobs
● atrmatrm : deleting at Jobs : deleting at Jobs
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atat Access Control  Access Control 

● Controlling accessControlling access
– /etc/at.allow/etc/at.allow and  and /etc/at.deny/etc/at.deny regulate access regulate access
– by default, anyone can use at (only an empty by default, anyone can use at (only an empty 
/etc/at.deny/etc/at.deny file exists) file exists)

● /etc/at.allow/etc/at.allow
– Only users listed can use atOnly users listed can use at
– If If /etc/at.allow/etc/at.allow exists,  exists, /etc/at.deny/etc/at.deny is ignored is ignored

● /etc/at.deny/etc/at.deny
– Examined only while Examined only while /etc/at.allow/etc/at.allow doesn't exist doesn't exist
– All users can use at except those listed in itAll users can use at except those listed in it

● If neither file exists, only root is permittedIf neither file exists, only root is permitted
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