Chapter 16
System Rescue

Ref. Pge. 194



Rescue Mode

* A convenient single-user environment
when it is unable to complete a regular
booting process.

* To mount all local file systems and start
some important system services.

* [t does not activate network interfaces or
allow more users to be logged into the
system at the same time.



Entering Rescue Mode

o After boot:

- systemctl rescue

* At GRUB (holding shift key if no menu):

1. Press space to stop timing out

2. Press e to enter item

3. Select the 1inux... line

4. Press ctrl-e

5. Enter systemd.unit=rescue.target
6. Press Ctrl-x

7. Enter <root_password>



Emergency Mode

* [t provides the most minimal
environment possible when the system
IS unable to enter rescue mode.

* The system mounts the root file system
only for reading.

* [t only starts a few essential services.



Entering Emergency Mode

o After boot:

- systemctl emergency

* At GRUB (holding shift key if no menu):

1. Press space to stop timing out

2. Press e to enter item

3. Select the 1inux... line

4. Press ctrl-e

5. Enter systemd.unit=emergency.target
6. Press Ctrl-x

7. Enter <root_password>



Debug Shell

* It provides a shell very early in the
startup process that can be used to
diagnose systemd related boot-up
problems.

* No password required.



Entering Debug Shell

* At GRUB (holding shift key if no menu):

. Press space to stop timing out
. Press e to enter item
. Select the 1linux... line
. Press ctrl-e
. Enter systemd.debug-shell
. Press Ctrl-x
. Switch to TTY-9 (ctrl-alt-F9)
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Using rd.break
* At GRUB (holding shift key if no menu):

. Press space to stop timing out
. Press e to enter item
. Select the 1inux. .. line
. Press ctrl-e
. Enter rd.break enforcing=0
. Press Ctrl-x

. Enter mount -o remount,rw /sysroot
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. Enter chroot /sysroot
9. Enter touch /.autorelabel
10. Enter mount -o remount,ro /

11. Enter exit (twice)



Preventing Loader Editing

* Login as root:

* Enter grub2-mkpasswd-pbkdf2 |
tee -a /boot/grub2/user.cfg

* Edit /boot/grub2/user.cfq:
GRUB2 PASSWORD="grub.pbkdf2.sha512.10
000 . XXXXXXXXXXXXXXXX"

* Enter:
grub2-mkconfig -o /boot/grub2/grub.cfg
* Then reboot to try editing GRUB menu



Rescue System Using CD

 Reboot and select CD Boot from BIOS:

1. Select troubleshooting
then Select Rescue a CentOS system
2. Choose 1 to continue

3. Type chroot /mnt/sysimage to change to real
system

4. Run:
mv /boot/grub2/user.cfg{, .bak}
grub2-mkconfig -o /boot/grub2/grub.cfg
touch /.autorelable

5. Reboot (type exit twice)



Think About

* How to prevent system from booting
from devices other than hard disk?

 And how to secure it?
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