Chapter 2
File Permission

Ref. Pge. 194



Listing a file permission

° |s -] 1.txt
-rw-r--r-- 1 kenny users 41 Jan 25 07:52 1.txt



File Type
rw-r--r-- 1 kenny users 41 Jan 25 07:52 1.txt

- : Regular File
ASCII text
executable
data

: Directory

: Symbolic Link

: Character Device

: Block Device

: Socket

: Named Pipe(FIFO)
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Permission Mode
-rw-r--r-- 1 kenny users 41 Jan 25 07:52 1.txt

rW-r--r--
rw- :owner permission
r--: group permission
r--: others permission




Link Counter
-rw-r--r-- 1 kenny users 41 Jan 25 07:52 1.txt

1 : Only one name for this file




Ownership
-rw-r--r-- 1 kenny users 41 Jan 25 07:52 1.txt

kenny : user(owner) name

users :  group name




-rw-r--r-- 1 kenny users

File Size

41

41 .

41 bytes

Jan 25 07:52 1.txt



Time Stamp
-rw-r--r-- 1 kenny users 41 Jan 25 07:52

Jan 25 07:53

: Modification time

1.txt



File Name
-rw-r--r-- 1 kenny users 41 Jan 25 07:52

1.txt : File Name

1.txt




Permission Determination
1 kenny users 41 Jan 25 07:52 1.txt
.« v

FW-r----

1st: u (owner):

While the UID matches the owner,
using the first THREE characters.

2nd: g (group):

While one of the GID(s) matches the group,
using the middle THREE characters.

3rd: o (others)

Neither of above,
using the last THREE characters.



Permission Determination

r :read

W . Write

X :execute
- 1 off



Meaning of Permission

r W X
Can read the Can modify Can run the
File contentof the content program or
file. of file. script.
Can list file Cancreate, Can access
Directory namesin  delete, and into the
directory. rename files directory.
in directory.
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Permission Mode

 Binary mode:

9 bits: 110100100
1 :o0n
0 :off



Permission Mode

e Text mode:

9 characters : rw-r--r--
1:  rwx

0:



Permission Mode
e Octal mode:

3 digits : 644

Octal Value Text
0 0O 0 ——
0 01 1 -=X
0 10 2 -W-
011 3 -WX
1 0O 4 r—-
1 01 5 r-x
1 10 6 rw-
1 11 7 rwx
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Changing Permission Mode

 Octal mode:

chmod 644 1 .txt
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Changing Permission Mode

e Text mode:

chmod u=rw,go=r 1.txt

Whom How What
u + r

= X

Qv O 0Q



Special Permission

SUID SGID Sticky Bit
(100) (010) (001)
The process UID The process GID
File will not get from will not get from

(binary only) user, it inherits  user's group, but -
from the file's  from the group of
owner instead. file.

Any new file or sub Only root and
, directory will get  the owner of
Directory ] the same group as file or
directory. New sub directory and
directory inherits  remove file in
the SGID as well.  directory.
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Changing Special Permission

e Octal mode:

chmod <Nnnn> file

Text mode;
chmod [ug][+-][s] file
chmod o[+-]t file
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(

Determination of
Special Permission

s

rw

51

"

0

1

1111111000

6

7

7

0 )

[st] : replace x
[ST] : replace -

Ref. Pge. 193



Changing Ownership

* Changing a File's Owner:

chown alex 1.txt

* Requirement:

* root only

Ref. Pge. 193



Changing Ownership

* Changing a File's Group:

chown :group1 1.txt

chgrp group1 1.txt

* Requirement:

* root, or
» file owner, must belongs to the target group



Changing Ownership

» Changing both Owner and Group:

chown alex:group1 1.txt

* Requirement:

* root only



Default Permission

 Default permission for new file:

0666

 Default permission for new directory:
0777

Ref. Pge. 202



Changing Default Permission

 Using the umask command:

umask : list the current umask value
umask nnn:change the umask value



Meaning of umask value

* To remove specified permission

from default:

file default: 000 110
mask value: 000 000
file result: 000 110

1 : removed
0 : unchanged

dir result: 000 111
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