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Exam A

QUESTION 1
Refer to the exhibit. What will Router1 do when it receives the data frame shown? (Choose three.)
Router1# show ip arp
Protocol  Address Age(min) Hardware Adddr Type Interface
Internet  192.168.20.5 9 0000.0c07.f892 ARPA  FastEthernet0/0
Internet 192.168.60.5 8 0000.0c07 ac00  ARPA  FastEthernet0/1
Internet 192.168.20.1 - 0000.0c63.ae45 ARPA  FastEthernet0/0
Internet 192.168.40.5 9 0000.0c07.4320 ARPA  FastEthernet0/2
Internet 192.168.60.1 - 0000.0c63.1300 ARPA  FastEthernet0/1
Internet 192.168.40.1 - 0000.0c36.6965 ARPA  FastEthernet0/2
Data Frame:
Source MAC Source IP Destination MAC Destination IP
0000.0c07 892 192.168.205 0000.0cB3.aeds 192168405

A. Router1 will strip off the source MAC address and replace it with the MAC address 0000.0c36.6965.
B. Router1 will strip off the source IP address and replace it with the IP address 192.168.40.1.

C. Router1 will strip off the destination MAC address and replace it with the MAC address
0000.0c07.4320.

D. Router1 will strip off the destination IP address and replace it with the IP address of 192.168.40.1.
E. Router1 will forward the data packet out interface FastEthernet0/1.
F. Router1 will forward the data packet out interface FastEthernet0/2.

Correct Answer: ACF
Section: part 1
Explanation

Explanation/Reference:
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QUESTION 2

Refer to the exhibit. Which three statements correctly describe Network Device A? (Choose three.)



Network
Device W o
A 4

A. With a network wide mask of 255.255.255.128, each interface does not require an IP address.

B. With a network wide mask of 255.255.255.128, each interface does require an IP address on a unique
IP subnet.

C. With a network wide mask of 255.255.255.0, must be a Layer 2 device for the PCs to communicate
with each other.

D. With a network wide mask of 255.255.255.0, must be a Layer 3 device for the PCs to communicate
with each other.

E. With a network wide mask of 255.255.254.0, each interface does not require an IP address.

Correct Answer: BDE
Section: part 1
Explanation
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QUESTION 3
Which layer in the OSI reference model is responsible for determining the availability of the receiving
program and checking to see if enough resources exist for that communication?

A. transport
B. network
C. presentation
D. session
E. application

Correct Answer: E
Section: part 1
Explanation

Explanation/Reference: OSI tftjls— [ £ %7 — (L F20 o] LT 6 2 25 o PR AR A R 2
syt - OS| Ui B St e —ieTeny T I A o THINT SR ) i I Clae

QUESTION 4
Which of the following describes the roles of devices in a WAN? (Choose three.)

A. A CSU/DSU terminates a digital local loop
B. A modem terminates a digital local loop



A CSU/DSU terminates an analog local loop

A modem terminates an analog local loop

A router is commonly considered a DTE device
A router is commonly considered a DCE device
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Correct Answer: ADE
Section: part 1
Explanation

Expl tion/Ref SU/DSU R
x%a/jnniiﬁon %g Ergnce 24 modeﬁﬁﬁ% %{é ﬁﬁ%ﬂ%ﬁl%
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QUESTION 5
Refer to the exhibit, Host A pings interface S0/0 on router 3, what is the TTL value for that ping?

Raouter 3

50/0 Router 2

Router 1

Host A

253
252
255
254
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Correct Answer: A
Section: part 1
Explanation

Explanation/Reference:
BRIE 255  SAE—{ElRS s 1

QUESTION 6

A network administrator is verifying the configuration of a newly installed host by establishing an FTP
connection to a remote server. What is the highest layer of the protocol stack that the nework administrator
is using for this operation?



A. application B.
presentation C.
session

D. transport

E. internet F.
data link

Correct Answer: A
Section: part 1
Explanation

Explanation/Reference:
HTTP ~ FTP » TELNET ~ SNMP -~ DNS R #% & S EH &

QUESTION 7

Refer to the exhibit. After HostA pings HostB, which entry will be in the ARP cache of HostA to support this
transmission?

Fa0/1 Fa0/1

IP-10.1.2.5/30 IP -192.168.4.6 /24

*_.(_‘S MAC- 000f.2480.8917 J.( .+ MAC- 000f.2405.2425
Fa0/0 Router2

IP -10.1.2.6 /30

MAC- 000f.2480.8916

%IP -192.168.6.2 /24
S

Fa0/24
MAC- 000f.2485.8918
- -
HostA HostB
IP -192.168.6.27 /24 IP -192.168.4.7 /24
MAC - 0010.5a0c¢.fd86 MAC - 0010.5a0c.feae
Gateway — 192.168.6.1 Gateway — 192.168.4.6

Interface Address Physical Address Type

A 192.168.4.7 000f.2480.8916 | dynamic .
Interface Address Physical Address i.Type
192.168.4.7 0010.5a0c.feae dynamic .

Interface Address Physical Address Type
192.168.6.1 0010.5a0c.feae | dynamic




Interface Address Physical Address Type

5 192.168.6.1 000f.2480.8916 | dynamic
Interface Address Physical Address Type
. 192.168.6.2 0010.5a0c.feae dynamic -

Interface Address Physical Address Type
192.168.6.2 000f.2485.8918 dynamic

Correct Answer: D
Section: part 1
Explanation

Explanation/Reference:
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QUESTION 8
A network interface port has collision detection and carrier sensing enabled on a shared twisted pair
network. From this statement, what is known about the network interface port?

This is a 10Mb/s switch port.

This is a 100Mbs switch port.

This is an Ethernet port operating at half duplex.
This is an Ethernet port operating at full duplex.
This is a port on a network interface card in a PC.

moowp

Correct Answer: C
Section: part 1
Explanation

Ex%lanation/qugreng:e i jﬁﬁ T30 iy a2
T AP AL el - &5 P C

QUESTION 9
A receiving host computes the checksum on a frame and determines that the frame is damaged.The
frame is then discarded.At which OSI layer did this happen?

A. session B.

network C.
physical D.
data link E.

transport



Correct Answer: D
Section: part 1
Explanation

Explanation/Reference:
A R TR AT

QUESTION 10
Which of the following correctly describe steps in the OSI data encapsulation process? (Choose two.)

A. The transport layer divides a data stream into segments and may add reliability and flow control
information.

B. The data link layer adds physical source and destination addresses and an FCS to the segment.

C. Packets are created when the network layer encapsulates a frame with source and destination host
addresses and protocol-related control information.

D. Packets are created when the network layer adds Layer 3 addresses and control information to a
segment.

E. The presentation layer translates bits into voltages for transmission across the physical link.

Correct Answer: AD
Section: part 1
Explanation

Explanation/Reference:

g{%iﬁﬁ@ﬂ%ﬁﬂ%ﬁ& 3 H A flow control ZE & 3H » TE4EE @ wbRF EDRHETTHT AL - Sihn | ip B5H - $EEsSE -
=3
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QUESTION 11
Refer to the graphic.Host A is communicating with the seiver. What will be the source MAC address of the
frames received by Host A from the server?

4

Host A Server

the MAC address of the seiver network interface
the MAC address of host A

the MAC address of router interface e 1

the MAC address of router interface e0
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Correct Answer: D
Section: part 1
Explanation

Explanation/Reference:
host A UE| server AYIEAYJE mac k& host A AYREIERY

mac -

QUESTION 12
Refer to the exhibit.What two results would occur if the hub were to be replaced with a switch that is
configured with one Ethernet VLAN?(choose two)

The number of collision domains would decrease.

The number of collision domains would increase.

The number of broadcast domains would remain the same.
The number of collision domains would remain the same.
The number of broadcast domains would increase.

moow>

Correct Answer: BC
Section: part 1
Explanation

Explanation/Reference:

hub “~A] LARS#E 28l - prA R E—EE 2 - ] DIRREEE 2e - S ERIE A FEses $
HUR R SR 28 WI%’ZWJD R/ING RN » T hub S HRRER AR T R R e A SR AT 5] — (8 & 7%
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QUESTION 13
Which three statements accurately describe layer 2 Ethernet switches?(choose three)

U oOw>
HFHIHI beinbenbEn

Microsegmentation decreases the number of collisions on the network.

if a switch receives a frame for an unkown destination,it uses ARP to resolve the address.

Spanning Tree Protocol allows switches to automatically share vlan information.

In a properly functioning network with redundant switched paths,each switched aegment will contain

©Cow>



one root bridge with all its ports in the forwarding state.All other switches in that broadcast domain will
have only one root port.
E. Establishing vlans increases the number of broadcast domains.

F. Switches that are configured with vlans make forwarding decisions based on both layer 2 and layer 3
address information.

Correct Answer: ADE
Section: part 1
Explanation

Ex lanation/Reference: A/Ebﬁg:l‘[,jﬁ /[\%iﬁ?ﬁ’\j = ‘E‘%
RO SR B R i N
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QUESTION 14
Where does routing occur within the DoD TCP/IP reference model?

A. application
B. internet C.
network D.
transport

Correct Answer: B
Section: part 1
Explanation

Explanation/Reference: 'Et% EE[‘é*
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QUESTION 15
Which destination addresses will be used by Host A to send data to Host C? (Choose two.)

~—[|1'm:ﬂ

ErTE

Host C  Email
I Server

Host A HostB

the IP address of Switch 1

the MAC address of Switch 1

the IP address of Host C

the MAC address of Host C

the IP address of the router's EO interface
the MAC address of the router's EO interface

mTmoow>



Correct Answer: CF
Section: part 1

Explanation

Ex Ianatlon/Reference LRl A R 2R 1Y i JEE IP
SR MAC HE e e T
b [

QUESTION 16

For what two purposes does the Ethernet protocol use physical addresses? (Choose two.)

to uniquely identify devices at Layer 2

to allow communication with devices on a different network

to differentiate a Layer 2 frame from a Layer 3 packet

to establish a priority system to determine which device gets to transmit first
to allow communication between different devices on the same network

to allow detection of a remote device when its physical address is unknown

mTmoow>

Correct Answer: AE
Section: part 1
Explanation

Explanatlon/Reference b
& mac HALE(ER] - A 12
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QUESTION 17
Refer to the exhibit. Based on the information given. Which switch will be elected root bridge and why?

: Sl oy 100 Nbps Priotity 32769
tionty 2 .- 00-0D-BD-C3-71-80
00-0D-BD-C3.37- ca_ __SWB__

100 Mhps

Priority 63535
00-0D-BD-C3-4E-80

Priotity 1

00-0E-D7-54-FD-00 "

A. Switch A ,because it has the lowest MAC address

B. Switch C,because it has the lowest priority

C. Switch B,because it has the highest MAC address

D. Switch C,because it is the most centrally located switch
E. Switch A,because it is the most centrally located switch
F. Switch D,because it has the highest priority

Correct Answer: B
Section: part 1



Explanation

Explanation/Reference:

BEIRAE S ELEBSEIRE » (BRIEFPAH [F FELER mac fizkk A

QUESTION 18
What value is primarily used to determine which port becomes the root port on each nonroot switch in a
spanning-tree topology?

lowest port MAC address

port priority number and MAC address.
VTP revision number

highest port priority number.

path cost

moow>

Correct Answer: E
Section: part 1

Explanation
lanation/Reference: it ByisesaRiE >
gt;g%% ERje) cost At et

QUESTION 19
Refer to the exhibit.Switch-1 needs to send data to a host with a MAC address of 00b0.d056.efa4.\What
will Switch-1 do with this data?

Switch-1# show mac address-table
Dynamic Addresses Count:

Secure Addresses (User-defined) Count:
Static Addresses (User-defined) Count:
System Self Addresses Count: -
Total Mac addresses: 7
Mon-static Address Table:

Destination Address &ddress Type VLAN Destination Port

=i 0, 80

(-

0010.0de0 289 Dynamu: 1 FastEthernetl/ 1
0010.7b00.1540 Dynamic o, FastEthernet/3
0010.7p00.1243 Cyvnamic 2 Fasttthernetl/2

switch-1 will drop the data because it dose not have an entry for that MAC address

switch-1 will flood the data out all of its port from which the data originated

switch-1 will forward the data to its default gateway

switch-1 will send an ARP request out all its ports except the port from which the data originated

©Oow>

Correct Answer: B
Section: part 1
Explanation

Explanation/Reference:

& 1B 9H mac il gz AL

RIETE - Switch-1 EZEA:—& MAC {izhil & 0000.d056.efad {4 T #4356 » Switch-1 & 40{a[ R gt E
k2



A. Switch-1 will drog the data because it does not have an entry for that MAC address.(Switch-1 & E 3%
&t AT A% MAC firikfrE)

B. Switch-1 will flood the data out all of its ports except the port from which the data originated.(Switch-1 &r
T EREIFTA N E - BR T BRI S H)

C. Switch-1 will send an ARP request out all its ports except the port from which the data originated.
(Swienot o7 S AR DAt e BOIR SRS R 0P ?

D. Switch-1 will forward the data to its default gateway.(Switch-1 & £ FE B 18 B8 85 15 3% E0R))

QUESTION 20
What is the function of the command switchport trunk native vlian 999 on a switch?

It designates VLAN 999 for untagged traffic.

It blocks VLAN 999 traffic from passing on the trunk.

It creates a VLAN 999 interface.

It designates VLAN 999 as the default for all unkown tagged traffic.

©Cow>

Correct Answer: A
Section: part 1
Explanation

Explanation/Reference:
EE vIan999 Ry ARAE vian » AZHAMEBREIALE vian £y viant. HHRE TERER £ 5y A.

QUESTION 21
Which two protocols are used by bridges and/or switches to prevent loops in a layer 2 network? (Choose

Correct Answer: AD
Section: part 1
Explanation

Explanation/Reference:
SR L RN A R T - BED IR T EERER Y E NS R R E - AR T E
# STP (802.1d) #1 RSTP (802.1w) -

QUESTION 22
Which switch would STP choose to become the root bridge in the selection process?

A. 32768: 11-22-33-44-55-66
B. 32768: 22-33-44-55-66-77
C. 32769: 11-22-33-44-55-65
D. 32769: 22-33-44-55-66-78

Correct Answer: A
Section: part 1
Explanation

Explanation/Reference:
stp BEERPRAG & SCLLEUB SeFFr AN ZRE ELEL mac fizkil K/)

QUESTION 23
A switch is configured with all ports assigned to vlan 2 with full duplex FastEthernet to segment existing
departmental traffic. What is the effect of adding switch ports to a new VLAN on the switch?



More collision domains will be created.

IP address utilization will be more efficient.

More bandwidth will be required than was needed previously.
An additional broadcast domain will be created.

©Cow>

Correct Answer: D
Section: part 1
Explanation

Explanatloaneference {x?ﬁd‘%&% ?ﬁﬁﬂ’\]ﬁué\ﬁ 5 EUJD?J fi§ vian 8 > -l A S —{l8
iy vian eI S FECE (1B © BE AT ¢ i %E_% (e vian BRES: o R (B3I I A —
Hr vian R — IR RksE L 1 A A vian A& P

QUESTION 24
What are three benefits of implementing vlans?(choose three)

A. A more efficient use of bandwidth can be achieved allowing many physical groups to use the same
network infrastructure

B. Broadcast storms can be mitigated by decreasing the number of broadcast domains,thus increasing
their size.

C. A higher level of network security can be reached by separating sensitive data traffic from other
network traffic.

D. Port-based vlans increase switch-port use efficient,thanks to 802.1Q trunks

E. A more efficient use of bandwidth can be achieved allowing many logical networks to use the same
network infrastructure.

F. Broadcast storms can be mitigated by increasing the number of broadcast domains,thus reducing their
size.

G. VLANs make it easier for IT staff to configure new logical groups,because the vlans all belong to the
same broadcast domain.

Correct Answer: CEF
Section: part 1
Explanation

Ex@'a"atm#?ﬁefjezé%? S O A L I E e T R
JERZ = 1 i 2 AT DUE, D EH
BT ?D%ﬁfﬂﬂ%ﬁ - £ B ke P TR

» Jogical IEL$HEI'J EEF
IEEE G e > 2 VIPEA R
vlan 9

QUESTION 25
Which IEEE standard protocol is initiated as a result of successful DTP completion in a switch over
FastEthernet?

A. 802.3ad
B. 802.1w
C. 802.1Q
D. 802.1d

Correct Answer: C
Section: part 1
Explanation



Explanation/Reference:

B DTP » 2VLAN 4P SRR » LR AR RN G R AeeEs L eaie kb &
£14£802.1Q 7 -

QUESTION 26
Which of the following are benefits of VLANs? (Choose three.)

They increase the size of collision domains.

They allow logical grouping of users by function.

They can enhance network security.

They increase the size of broadcast domains while decreasing the number of collision domains.
They increase the number of broadcast domains while decreasing the size of the broadcast domains.
They simplify switch administration.
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Correct Answer: BCE
Section: part 1
Explanation

Ex Ianatlon/Referenc %
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QUESTION 27

Refer to the exhibit.A technician has installed SwithchB and needs to configure it for remote access from
the management workstation connected SwitchA Which set of commands is required to accomplish this
task?

192.168.9.254/24 192.168.8.254/24

Fa0/1 %Faﬂ”
_fé:f;;/ i
| SwitchA |

switchB

Fa0/10

L

Management
Workstation

A. SwitchB(config)#interface FastEthernet 0/1
SwitchB(config)#ip address 192.168.8.252 255.255.255.0

SwitchB(config)#no shutdown

)

B. SwitchB(config)#ip default-gateway 192.168.8.254



SwitchB(config)#interface vlan 1
SwitchB(config)#ip address 192.168.8.252 255.255.255.0
SwitchB(config)#no shutdown

)
)
)
C. SwitchB(config)#interface vlan 1
SwitchB(config)#ip address 192.168.8.252 255.255.255.0
SwitchB(config)#ip default-gateway 192.168.8.254 255.255.255.0
SwitchB(config)#no shutdown
)
)
)
)

D. SwitchB(config)#ip default-network 192.168.8.254
SwitchB(config)#interface vlan 1
SwitchB(config)#ip address 192.168.8.252 255.255.255.0
SwitchB(config)#no shutdown

Correct Answer: B
Section: part 1
Explanation

Explanation/Reference:
TE SR S0 BEACHA MR TR TEAE AL A EHYACE. - B IEHE

QUESTION 28
In an Ethernet network, under what two scenarios can devices transmit? (Choose two.)

when they receive a special token

when there is a carrier

when they detect no other devices are sending
when the medium is idle

when the server grants access

moow>

Correct Answer: CD
Section: part 1
Explanation

5()(2 Ia/jn;%t;g%lﬁls\efgévge 1F Zagtzl%lfl%%ﬁ% $£ rﬁrﬁ* %ﬂ?ﬁﬁﬁﬁ@%ﬁi ﬁ\%@i@g E%E%Iﬁ E%ﬁ
P E L TS N S DN e

QUESTION 29
Which two states are the port states when RSTP has converged?(choose two)

A. blocking
B. learning
C. discarding
D. forwarding
E. listening

Correct Answer: CD
Section: part 1
Explanation

lanation/Reference: £ RSTP 7% fEIRIRAE » Discarding ~ Leaning f1 Forwarding » 525 >
El%ﬂj( fE 14 Discarding - Forwarqj g- g g 2

QUESTION 30
Which two commands can be used to verify a trunk link configurationt status on a given cisco switch?
(choose two)



show interfaces interface
show interfaces trunk
show interfaces switchport
show ip interface brief
show interfaces vian

moow»

Correct Answer: BC
Section: part 1
Explanation

Explanation/Reference:
& trunk 754 » show interface trunk f{1 show interface switchport - HgE%E BC

QUESTION 31
Which command enables RSTP on a switch?

spanning-tree mode rapid-pvst
spanning-tree uplinkfast
spanning-tree backbonefast
spanning-tree mode mst
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Correct Answer: A
Section: part 1
Explanation

Explanation/Reference:
FH RSTP #yeap <

QUESTION 32
Which of the following statements describe the network shown in the graphic? (Choose two.)

-

e0 el

p=>

. —

I L NN

1 | 1 ]
s 2 L < 5 2 Z

el

U=

N

Sales Production

There are two broadcast domains in the network.
There are four broadcast domains in the network.
There are six broadcast domains in the network.
There are four collision domains in the network.
There are five collision domains in the network.
There are seven collision domains in the network.
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Correct Answer: AF
Section: part 1



Explanation

Explanation/Reference: & 25— (& —E E &
sc?ﬁ*-tf;&% E[35— fl@}%ﬂé EaRss—E e - ABE
EGE  nEEHR
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QUESTION 33
Refer to the exhibit.

SwitchA

»).'3'(‘7". - r-*-—-nzd faliz4 fan/24 :’.\'- g

SwitchA# show running-config SwitchB# show running-config

Building configuration... Building configuration...

=output omitted= =0utput omitted=

Current configuration ; 100 hytes Current configuration : 100 bytes
! !

interface FastEthernet0s24 interface FastEthernetirzd
switchport mode access switthport rmade access

no ip address hio ip address

! !

=output omitted= =gutput omitted=

end end

All switch ports are assigned to the correct VLANs, but none of the hosts connected to SwitchA can
communicate with hosts in the same VLAN connected to SwitchB. Based on the output shown, what is the
most likely problem?

The access link needs to be configured in multiple VLANS.

The link between the switches is configured in the wrong VLAN.

The link between the switches needs to be configured as a trunk.

VTP is not configured to carry VLAN information between the switches.

Switch IP addresses must be configured in order for traffic to be forwarded between the switches

moow>

Correct Answer: C
Section: part 1
Explanation

Explanation/Reference:

FHE] AT > WS (E AR A LR IR AT access » JEZFCERY trunk

QUESTION 34
Refer to the exhibit. Given the output shown from this Cisco Catalyst 2950, what is the most likely reason
that interface FastEthernet 0/10 is not the root port for VLAN 27?



Switch# show spanning-tree interface fastethernet0/10

Vlan Reole Sts Cost Prio.Nbr Type
VLANOOO1L Root FWD 19 128.1 P2p
VLANOOOZ Altn BLK 19 128.2 PZ2p
VLANOOO3 Root FWD 19 1282 P2p

This switch has more than one interface connected to the root network segment in VLAN 2.

This switch is running RSTP while the elected designated switch is running 802.1d Spanning Tree.
This switch interface has a higher path cost to the root bridge than another in the topology.

This switch has a lower bridge ID for VLAN 2 than the elected designated switch.

©Cow>

Correct Answer: C
Section: part 1
Explanation
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QUESTION 35
Why will a switch never learn a broadcast address?

Broadcast frames are never sent to swiches.

Broadcast addresses use an incorrect format for the switching table.
A broadcast address will never be the source address of a frame.
Broadcasts only use network layer addressing.

A broadcast frame is never forwarded by a switch.

moow>

Correct Answer: C
Section: part 1
Explanation

Explanation/Reference:

QUESTION 36
Refer to the exhibit. Why has this switch not been elected the root bridge for VLAN1?



Switch# show spanning-tree vlan 1
VLANOOOL
Spanning tree enabled protocol rstp
Root ID Priority 204381

Address 0008.217a, 5800
Cost 38
Porc 1 (FastEthernet0/1)

Hello Time 2 sec Max Age 20 sec' Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0008.205e.6600
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Role 3Sts Cost Prio.Nbr Type
Fa0/1 Root FWD 19 128.1 PZp
Fa0/4 Desg FUD 38 128.1 P2p
Fa0/11 Altn BLK 57 128.1 PZp
Fa0/13 Desg FWD 38 128.1 Pep

It has more than one interface that is connected to the root network segment.

It is running RSTP while the elected root bridge is running 802.1d spanning tree.
It has a higher MAC address than the elected root bridge.

It has a higher bridge ID than the elected root bridge.
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Correct Answer: D
Section: part 1
Explanation

Explanation/Reference:

“Gh 54 STP EERFAI > RID /NE{ESL - Hifdn a]AIfRAEHY RID £y 20481
A EREE 1 E SRR R, - $EiR

B: (1] 7 RSTP - {HZBESRMRAENHE A T 802.1d » $&3R

C : EhiREA E =Y MAC firhl: - $555%

D : tLiRf&A S =1 RID » 1EHE -

QUESTION 37
Which two link protocols are used to carry multiple VLANs over a single link? (Choose two.)

VTP
802.1q
IGP
ISL
802.3u

moo®»

Correct Answer: BD
Section: part 1
Explanation

%"a"atmﬁ'éﬁﬁf%be"ﬁeo % éﬁ% i‘é‘ﬁcﬁi@% ﬁé%%kl?l ﬁ;éﬂﬁﬁﬁ Trunk fl7aEA Wi fE

QUESTION 38
assuming the default switch configuration which vlan range can be added modified and removed on a
cisco switch?



A. 2 through 1001
B. 1 through 1001
C. 1 through 1002
D. 2 through 1005

Correct Answer: A
Section: part 1
Explanation

Explanation/Reference:
A EEREE A R P MBS E Y vian - 2-1001

QUESTION 39
Which statement about vlan operation on cisco catalyst switches is true?

A. when a packet is received from an 802.1Q trunk,the vlan id can be determined from the source MAC
address table.

B. unkown unicast frames are retransmitted only to the ports that belong to the same vlan
C. ports between switches should be configured in access mode so that vlans can span across the ports
D. broadcast and multicast frames are retransmitted to ports that are configured on different vian.

Correct Answer: B
Section: part 1

Explanation

Explanatlon/Referen : A i mac {i7
mﬁEWm’xEﬁB%ﬁﬁﬁﬁgﬁm
vlan {&5% » [FfiE C @I%ZF‘%FEE%&E%
trunk Dvlan g o E[E R - EiE A HErS
vlan (&g

QUESTION 40

Refer to the topology shown in the exhibit. Which ports will be STP designated ports if all the links are
operating at the same bandwidth? (Choose three.)

MAC: 0f00.0ace.0000
default priomy

Fao,n Fa0/1

Fa0/0 Fa0:0
0/1 Fa0/1
- ’7 Fa a ;

MAC: 0100.cafe.1111 MAC: 0100.face.0000
default priority default priority

Switch A - Fa0/0
Switch A - Fa0/1
Switch B - Fa0/0
Switch B - Fa0/1
Switch C - Fa0/0
Switch C - Fa0/1
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Correct Answer: BCD
Section: part 1



Explanation

Explanation/Reference:
B Y mac 5/NEiREE - B BYMR BigEER. ARY FO/0 1 C 1Y FO/0 fiRiE - Afy mac i/ - ARy FO/1M Ffs

TE
i C Iy FO/ #53E
QUESTION 41

Refer to the exhibit. How should the FastEthernet0/1 port on the 2950 model switches that are shown in
the exhibit be configured to allow connectivity between all devices?

Router1
@ fa 0/0.1 192.168.1.1/24 VLAN 1
W fa 0/0.10 192.168.10.1/24 VLAN 10
fa0/0 fa 0/0.20 192.168.20.1/24 VLAN 20

Switch1
v % IP address: 192.168.1.2/24
Ports 3-12 VLAN 10
fa0/1 Ports 13-24 VLAN 20
Switch2

fa0/1

@' IP address: 192.168.1.3/24
’

Ports 2-12 VLAN 10
Ports 13-24 VLAN 20

>

The ports only need to be connected by a crossover cable.
B. SwitchX (config)# interface FastEthernet 0/1
SwitchX (config-if)# switchport mode trunk
C. SwitchX (config)# interface FastEthernet 0/1
SwitchX (config-if)# switchport mode access

SwitchX (config-if)# switchport access vlan 1
D. SwitchX (config)# interface FastEthernet 0/1
SwitchX (config-if)# switchport mode trunk
SwitchX (config-if)# switchport trunk vlan 1
SwitchX (config-if)# switchport trunk vlan 10
SwitchX (config-if)# switchport trunk vlan 20
Correct Answer: B
Section: part 1
Explanation

Explanation/Reference:
fa0/0,fa0/1--tL {1 [ #B R HC BB trunk, 4 REZ£ F vian [ (Z
ifi EL sw 1 sw2 [E Y ES 0 ZH trunk A gERT EIHH[E vian 138 (E

QUESTION 42
Refer to the exhibit A frame on vlan 1on switch s1 is sent to switch s2 when the frame is received on vlan
2,what causes this behavior?



VLAN 2 VLAN 2
192.168.2.190/28 192.168.2.172/28
192 168.1.82/29 Fa0i2 Fa 0/2 192.168.1.86/29

Fa 01 Faon

J Fa 0/3 Fa 0/3 J

o >
VLAN 1
S1 g9 VLAN 1
S1#show interface trunk
Port Mode Encapsulation Status Native vian

Fa0N on 802.1q trunking 1

Port Vlans allowed on trunk
Fal! 1-1005

Port Vians allowed and active in management domain
Fa0i1 1.2

S2itshow interface trunk
Port Mode Encapsulation Status Native vlan
Fa0/1 on 802.1q trunking 2

Port Vians allowed on trunk
Fa0/1 1-1005

Part Vlans allowed and active in management domain
Fa0/1 1,2

trunk mode mismatches

vlans that do not correspond to a unique IP subnet
native vlan mismatches

allowing only vlan 2 on the destination.
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Correct Answer: C
Section: part 1
Explanation

Explanation/Reference:
W S HAREAAIE vian N —£% - REEIEH 18 (E

QUESTION 43
Which three statements about RSTP are true?(choose three)

A. RSTP significantly reduces topology reconverging time after a link failure.
B. RSTP expends the STP port roles by adding the alternate and backup roles.



RSTP port atates are blocking,discarding,learing,or forwarding.

RSTP also uses the STP proprsal-agreement sequence.

RSTP use the same timer-baseed process as STP on point-to-point links.

RSTP provides a faster transition to the forwarding state on point-to-point links than STP does.

mmoo

Correct Answer: ABF
Section: part 1
Explanation

Explanation/Reference: A §E4J5 /s 52 1%
R BEE STP 3N TR M| alternat F1 backup
gf%ﬂ%ﬁ%%1&$PE@m@%ﬁﬁ

QUESTION 44
At which layer of the OSI model is RSTP used to prevent loops?

A. data link
B. network C.
physical D.
transport

Correct Answer: A
Section: part 1
Explanation

Explanation/Reference:

QUESTION 45
What dose a Layer 2 switch use to decide where to forward a received frame?

source MAC address
source IP address
source switch port
destination IP address
destination port address
destination MAC address

mTmoow>

Correct Answer: F
Section: part 1
Explanation

Explanation/Reference:

R A H #Y mac iz kA R U R HiE

QUESTION 46
Refer to the exhibit. Which statement is true?



SwitchZ# show spanning-tree vlan 20

VLANOC 20
Spanning tree enabled protocol rstp
Root ID Priority 245596
Address 0017.596d.2a00
Cost 38
Port 11 (FastEthernet0/10)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 28692 (priority 28672 sys-id-ext 1)
Address 0017.556d.1580
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
ZAging Time 300
Interface Role Sts Cost Prio.Nbr Type
Fa0/11 Root FWD 19 128.11 P2p
Fa0/12 Altn BLK 1S 128.12 P2p

The Fa0/11 role confirms that SwitchA is the root bridge for VLAN 20.

VLAN 20 is running the Per VLAN Spanning Tree Protocol.

The MAC address of the root bridge is 0017.596d.1580.

SwitchA is not the root bridge, because not all of the interface roles are designated.
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Correct Answer: D
Section: part 1
Explanation

Explanation/Reference:

stp B ERAGFTA B /T HI# & T 2R

QUESTION 47
Which two benefits are provided by creating VLANs? (Choose two.)

added security

dedicated bandwidth

provides segmentation

allows switches to route traffic between subinterfaces
contains collisions

moow>

Correct Answer: AC
Section: part 1
Explanation

Explanation/Reference: vian (fg - SEE5 B 55— ([ EAERA 22 4 R £ T3 vian PSR B 400 (500,55 — (B4R 4
T 4 4 B DR (1 vian it i [E e 148 ~ e

QUESTION 48
Which command can be used from a PC to verify the connectivity between hosts that connect through a
switch in the same LAN?

A. ping address
B. tracert address
C. traceroute address



D. arp address

Correct Answer: A
Section: part 1
Explanation

Explanation/Reference:
Traceroute & FH AR U EARE] H By EAE 2 FIFTAEESH - EEEAER—{E lan - FTLIUAAE]

QUESTION 49

Based on the network shown in the graphic which option contains the potential networking problem and
protocol or setting that can to prevent the problem?

o e P
’ f

Routing loops, hold down timers
Switching loops, split horizon
Routing loops, split horizon
Switching loops, VTP

Routing loops, STP

Switching loops, STP

mmoow>

Correct Answer: F
Section: part 1
Explanation

Explanation/Reference:

THAIFAEIRES - STP At Ak 1H R %

QUESTION 50
Refer to the exhibit. Which two statements are true about interVLAN routing in the topology that is shown
in the exhibit? (Choose two.)



VLAN 3 VLAN 2 VLAN 3

Host E and host F use the same IP gateway address.

Router1 and Switch2 should be connected via a crossover cable.

Router1 will not play a role in communications between host A and host D.

The FastEthernet 0/0 interface on Router1 must be configured with subinterfaces.

Router1 needs more LAN interfaces to accommodate the VLANs that are shown in the exhibit.

The FastEthernet 0/0 interface on Router1 and Switch2 trunk ports must be configured using the same
encapsulation type.

mmoow>

Correct Answer: DF
Section: part 1
Explanation

QN > BHE T REE T vian Z RS H > B (E BRI IERERY 7 EEREAT

e B RS AR B A - Jkt%?%fﬁ*” FHIES F 25 K58 B vian [ BT
%E fy Lan ﬂ\ﬁ ’ bRﬁﬁ%f DJ:‘EULE%EI’J%%I\E%% CEIE %

Explanatlon/Reference
B %E’JE vian [
iﬁ’ﬁﬁ 2t o 4[1[E > Routel
vian [y A - FTLLE faa PR
g —(E vian —{E &5 /)

QUESTION 51
Which two of these are characteristics of the 802.1Q protocol?(choose two)

— '%E}«_m
EHH
HF
fil

A. itis a layer 2 messaging protocol which maintains vlan configurations across network.
B. itincludes an 8-bit field which specifies the priority of a frame.

C. itis used exclusively for tagging vlan frames and dose not address network reconvergence following
switched network topology changes.

D. it modifies the 802.3 frame header,and thus requires that the FCS be recomputed.
E. itis a trunking protocol capable of carring untagged frames.

Correct Answer: DE
Section: part 2
Explanation

Explan t|on/Reference:
AT Vo TS 1L B

=

Cexcluswel EME—NEE - 802.1|C:) RE

fy D &L EI’JEEX*B ' AR R EHE(T FCS fickh
%% E & —{ trunk o 00 2 12 R A TRE S0 »



QUESTION 52

Refer to the exhibit. Each of these four switches has been configured with a hostname, as well as being
configured to run RSTP. No other configuration changes have been made. Which three of these show the
correct RSTP port roles for the indicated switches and interfaces? (Choose three.)

SwitchA SwitchB
Mac Address Mac Address
DD13.8039.QSDD 0013.80d7.d580
P ‘

==

e
= Gio72 I

Fal/1 Gi0/1
Fals1 ey
R 4 L=z
N a0 Ginz W
SwitchC SwitchD
Mac Address Mac Address
0013.8030.5e80 0013.80c7 9700
A. SwitchA, Fa0/2, designated
B. SwitchA, Fa0/1, root
C. SwitchB, Gi0/2, root
D. SwitchB, Gi0/1, designated
E. SwitchC, Fa0/2, root
F. SwitchD, Gi0/2, root

Correct Answer: ABF
Section: part 2
Explanation

Explanation/Ref D NE > EHER R Rt #1{T | RSTP » fE50L)2 Hofth i
Sl L RB  pe SR RSTP G

if@%@%% iR LR S (EAEEER 0V Mac itk - 1§ Mac firhikfe/ N R fRAG » FTLURAESE C - fRA& EAVATA
E

2 FlErIEARAS ERVERIR o fEE—(ECRE b BIRAGEEZEHY cost @/ NI EIR & R Ry root port = FffLL
SwitchA Fa0/1 » SwitchD Gi0/2 » SwitchB Gi0/1 & i FyHHE Tt iy RP -

3. HIER EEE4EEE FAE R - SWA--SWB Ef : SWA [1y FO/2 i1y cost £ 19 > SWB 1] G0/2 i cost £ 4
+19=23 > ftLL SWA [y FO/2 Ff5 i - SWB--SWD Ef : SWB [y GO/1 # cost £ 19+19=38 » SWD [y GO/1
i cost 15 19 » ALl SWD (1) GO/1 & Byf5 i -

4 Fgk SWB 1y GO/2 SBEE ARG IR - SUREIRIR » BRIRNHEFEIRAS -

o



£ ¢ 100M ik cost £ 19.1000M ik cost £ 4.

QUESTION 53

Refer to the exhibit. The network administrator normally establishes a telnet session with the switch from
host A.However,host A is unavailable.The administrator ~ s attempt to the switch from host B fails,but
pings to the other two hosts are successful.what is the issue?

=

VLAN 33 Fad/0.1-172.19.1.254/24 VLAN 1
Fal/0.32-172.19.32.254/24 VLAN 32
Fa0/0.33- 172.19.33.254/24 VLAN 33

172.19.1.1/24

172.19.52.2/24

Switchf show ip interface brief

Interface [P-Address OK? Method Status Protocol
Vlan 1 172.19.1.250 Yes manual up up
FastEthernet0/1 unassigned Yes uncet up up
FastEthernet0/2 unassigned Yes unset up up
FastEthernetQ/3 wunassigned Yes wunset up up

<gutput omitted>

Host B and the switch need to be in the same subnet.

The switch needs and appropriate default gateway assigned.

The switch interface connected to the router is down.

Host B need to be assigned an IP address in vlan 1.

The switch interfaces need the appropriate IP addresses assigned.
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Correct Answer: B
Section: part 2
Explanation

Explanation/Reference:
B 2 4B FRACHAR R AT ACHAE 3¢ E default gateway Al vian IP

QUESTION 54
Refer to the exhibit. What switch proves the spanning-tree designated port role for the network segment
that services the printers?



( Switcht Distribution Layer Switch?
Priority 4096 Priority 8192
MAC 0010.7hcc.7320 2554 ﬁa MAC 0010.7bcc.732d
-
, \ )
SWHCH # s Switchd
P"onty 32768 PliOlily 32768
MAC 0010.Thce.733a MAC 0010.7bce.7347
& Printers Access Layer j
A. Switch1
B. Switch2
C. Switch3
D. Switch4

Correct Answer: C
Section: part 2
Explanation

lanation/Reference: & H ~KIHi—({& 2 A%)%E
ysa%mb' B BT o1 il e
e B[ R o

S3--S4 7 [6] S3 1y BID Lk S4 /v » FirlL $3-S4 Z [HHIfEERAE S3 L »

QUESTION 55
What is one benefit of PVST+?

PVST+reduces the CPU cycles for all the switches in the network

PVST+automatically selects the root bridge location,to provide optimized bandwidth usage.
PVST+allow the root switch location to be optimized per vlan.

PVST+supports Layer 3 load balancing without loops.

©Cow>

Correct Answer: C
Section: part 2
Explanation

Explanation/Reference:
PVST+ & —{E vian 5 H CHIEAE

QUESTION 56
Which are valid modes for a switch port used as a VLAN trunk? (Choose three.)

transparent
auto

on
desirable

©Oow>



E. blocking
F. forwarding

Correct Answer: BCD
Section: part 2
Explanation

N

lanation/Reference: LxT LR vian trunk S AR 7 5 BEATHT ¢ B E RS N trunk YRR -
%' 2 trunk FoARES: > T ﬂ%&a?rrunnk SEFL RS auto ~ on %[l%esirab e *

QUESTION 57
How many broadcast domains are shown in the graphic assuming only the default vlan is configured on
the switches?

switch swtch

Amel\hub b | vt I
el

one
Six

. twelve
two

oo >

Correct Answer: A
Section: part 2
Explanation

Explanation/Reference:

— &l vian Fs—{EEE ek - B A W ERCH - B2 A —EEEEHY vian > BT DU —(EE R

QUESTION 58
Which three of these statements regarding 802.1Q trunking are correct? (Choose three.)

802.1Q native VLAN frames are untagged by default.

802.1Q trunking ports can also be secure ports.

802.1Q trunks can use 10 Mb/s Ethernet interfaces.

802.1Q trunks require full-duplex, point-to-point connectivity.

802.1Q trunks should have native VLANs that are the same at both ends.

moowy

Correct Answer: ACE
Section: part 2
Explanation

Explanation/Reference:
802.1q native vlan 2R 2y - 37 HAE trunk FiEHY native Z5 3 —2(

QUESTION 59
Refer to the exhibit. The output that is shown is generated at a switch. Which three of these statements are
true? (Choose three.)



Swizch# show spanning-tree wvlan 30

VLANODSO

Spanning tree enabled protocol rstp

Roo:z ID Priority 24606

Address 00d0,047h,.2800

Thiz bridge is the root

Hello Time 2 sec Max Lge 20 sec Forward Delay 15 sec
Bridge ID Priority 24606 (priority 24576 sys-id-ext 20)
Address 0040,047h, 2200

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Lging Time 300

Interface Role Sts Cost Prio.Nbr Type
Fal/l Desg FWD - 128.1 pZp
Fal/z Desg FWD 4 128 .2 pZp
FaS5/1 Dezg FUD 4 128.257 pZp

All ports will be in a state of discarding, learning, or forwarding.
Thiry VLANs have been configured on this switch.

. The bridge priority is lower than the default value for spanning tree.
. All interfaces that are shown are on shared media.

All designated ports are in a forwarding state.

The switch must be the root bridge for all VLANs on this switch.
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Correct Answer: ACE
Section: part 2
Explanation

Explanation/Reference:
rstp IYFTA /1 EAE UL B GE R 2 AT ED#F4SFE discarding->learning->forwarding H;ARE, 31 H. rstp B9 FERE ST

% 32768 » K DP M 2okt
QUESTION 60

Refer to the exhibit. At the end of an RSTP election process, which access layer switch port will assume
the discarding role?



Distribution Layer

Switch1 E E Switch2
R— Priority 8192
Priority 4096 ¢ ’
MAC 0010.7bc c.7320 N Y MAC 0010.7bcc.732d

&

A ¥ r 4 /
i \ Gitv e
Switch3 \Gio/1_ ¥V ¢ o, Switchd
Priority 32768 $a0/12 12011 e g Priority 32768
MAC 0010.7hcc.733a e IR P MAC 0010.7hcc.7347

fa0/1 fa0/2

\ Access Layer /

Switch3, port fa0/1
Switch3, port fa0/12
Switch4, port fa0/11
Switch4, port fa0/2
Switch3, port Gi0/1
Switch3, port Gi0/2

mmoow>»

Correct Answer: C
Section: part 2
Explanation

Explanation/Reference: SW1 AR5 » SW4 &5 —(fIR(E BiRE » 55— (EtE3E - (&% cost AH[EHY
LT BRI ) LR © T AR - *

QUESTION 61
Which term describes a spanning-tree network that has all switch ports in either the blocking or forwarding
state?

A. redundant
B. spanned

C. provisioned
D. converged

Correct Answer: D
Section: part 2
Explanation

Explanation/Reference:

W DA AT i st U EE SE RTS8 IR ARG

QUESTION 62
What are the possible trunking modes for a switch port? (Choose three.)

A. transparent
B. auto

C. on

D. desirable



E. client
F. forwarding

Correct Answer: BCD
Section: part 2
Explanation

Explanation/Reference: %L : & & At
trunk 5z AV auto : A L HhEE DTP &
afl on @ gAEE & trunk - 1 @2 DTP &l

=1

QUESTION 63
Which two of these statements regarding RSTP are correct? (Choose two.)

RSTP cannot operate with PVST+.

RSTP defines new port roles.

RSTP defines no new port states.

RSTP is a proprietary implementation of IEEE 802.1D STP.
RSTP is compatible with the original IEEE 802.1D STP.

moow»

Correct Answer: BE
Section: part 2
Explanation

Explanation/Reference:
RSTP & THYIREAL - CIEMRHEE - #5185 - rstp QIIREL stp [FIIFFEERYES - IERIAHZ L stp

QUESTION 64
Refer to the exhibit.Which two statements are true of the interfaces on switch1?(choose two)



Switchld show mac-address-table

Dynamic Addresses Count: 19

Secure Addresses [(User-defined) Count: 0
Static Addresses ([(User-defined) Count: 0
Sysven Self Addresses Count: 41

Total MAC addresses: 50

Non-static Address Table:

Destinacion Address AddresaType VLAN Destination Port
0010.0ded.ez289 Iynamic 1 FastE therne t0/1
0010.7b00. 1540 Iymanic 2 FastE therne t0/5
0010, 700, L5458 Dynmamic 2 FastE thernetl/5
0060, 5cE£4. 0076 Dymamic 1 FastE thernetl/1
0060. 5c£4.0077 Dymamic 3 FastE therne t0/1
0060, 5cEq4, 1315 I'manic 1 FastE thernetl/1
0060, 70ch.£301 Dynamic 2 FastEthernetcl/1
0080, 70ch . 301 Dynamic 5 FastE thernet0/2
00e0. led2 . 9978 Dymamic 4 FastE therneti/1
00e0, leSg, 3900 Dymamic 3 FastEthernet0/1
0060. 70cb.33£1 DIynamic & FastE therne t0/3
0060. 70ch . LO3E Dymamic & FastE therne t0/4

<output omitted>

Switchld show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - 3Jource Route Bridge
5 - 8witch, H - Host, I - IGHP, r - Repeater

Device ID Local Intrfce Holdtime Capabhilicy Platform Port ID
Switch2 Fa=s 0O/1 157 5 Z950-12 Fas 0/1
Switch3 Fas 0/Z2 143 3 Z950-1Z2 Fas 075
Switchls

A hub is connected directly to FastEthernet0/5

FastEthernet0/1 is configured as a trunk link.

FastEthernet0/5 has statically assigned mac address

Interface FastEthernet0/2 has been disable.

Multiple devices are connected directly to FastEthernet0/1.

FastEthernet0/1 is connected to a host with multiple network interface cards.

mTmoow>

Correct Answer: AB
Section: part 2
Explanation

Explanation/Reference:
& F T LAE HY FO/M,FO/2 Jy trunk - FO/5 3875 2 {[i mac ikl » 11 HAZE trunk - HEEZEHE 7 —1E hub

QUESTION 65
Three switches are connected to one anther via trunk ports.Assuming the default switch
configuration,which switch is elected as the root bridge for the spanning-tree instance of vlan 1?

A. the switch with the lowest MAC address
B. the switch with the higest MAC address



C. the switch witch the higest IP address
D. the switch with the lowest IP address

Correct Answer: A
Section: part 2
Explanation

Ex Ian}%tlogéRegg%enf:e JZJ:E!;(‘” Tﬂl F?‘E%Z%B% %Pg%%i‘%ﬁ'%i%%ﬂﬁﬁ% ID. & ID i
I s o 18 L i
14 ID={EACIER + 16 mac /B

QUESTION 66
What are three advantages of VLANs? (Choose three.)

VLANSs establish broadcast domains in switched networks.

VLANSs utilize packet filtering to enhance network security.

VLANSs provide a method of conserving IP addresses in large networks.

VLANSs provide a low-latency internetworking alternative to routed networks.

VLANSs allow access to network services based on department, not physical location.
VLANSs can greatly simplify adding, moving, or changing hosts on the network.
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Correct Answer: AEF
Section: part 2
Explanation

Explanation/Reference: A : VLAN e HA EEZ%E% [z RVA
FIIF VLAN (Y& H@L/J‘% » B TR ARG ) 2 4] o B 4 C:
O T jt’*”ﬁ%lﬁ%fﬁﬂ’ﬂ% IP ArHEEY 7% © 58k o D SR{IE{ERAERE 4 T
%*’E{t %EEZI%JE% 520 E ¢ vlan fﬁﬁ%ﬁ’}@ B &l 734 Y
fiyE - IEffE - F:VLAN & TLUU(F'EM ANA > RS EhECRE RS EY R o 1

QUESTION 67
Which two benefits are provided by using a hierarchical addressing network addressing scheme? (Choose
two.)

A. reduces routing table entries

B. auto-negotiation of media rates

C. efficient utilization of MAC addresses

D. dedicated communications between devices
E. ease of management and troubleshooting

Correct Answer: AE
Section: part 2
Explanation

Explanation/Reference: %#ﬁ/ E

AR o R, (R 17 5 IO B A TR D B e B — 48
D b el et * R -

[&@1
AL T (A

QUESTION 68
What is the alternative notation for the IPV6 address B514:82C3:0000:0000:0029:EC7A:0000:EC72?

A. B514:82C3:0029::EC7A:0000:EC72
B. B514:82C3:0029:EC7A:EC72



C. B514:82C3::0029:EC7A:0:EC72
D. B514:82C3::0029:EC7A:EC72

Correct Answer: C
Section: part 2
Explanation

Explanation/Reference:
L5 C MRS I3 14:82C3::0029:ECTA0:ECT2 iBTEIEN » £ 4558 - RHEE » 8 C

QUESTION 69
Refer to the diagram. All hosts have connectivity with one another. Which statements describe the
addressing scheme that is in use in the network? (Choose three.)

Host A

! VLAN1
84 hosts

172.16.1.126

g

Host B
= VLAN2
.! 114 hosts

172.16.1.129

The subnet mask in use is 255.255.255.192.

The subnet mask in use is 255.255.255.128.

The IP address 172.16.1.25 can be assigned to hosts in VLAN1

The IP address 172.16.1.205 can be assigned to hosts in VLAN1

The LAN interface of the router is configured with one IP address.

The LAN interface of the router is configured with multiple IP addresses.

mmoow>»

Correct Answer: BCF
Section: part 2
Explanation

Explanation/Reference:

1~ TYEES I B S (i 1P YA [FIEE: -
255.255.255.128 {1 —{li C JHE 77 p i lH 54 -
2~ fERgHes EERCE T - FEEE R EHSE -

QUESTION 70
Which two statements describe characteristics of IPv6 unicast addressing? (Choose two.)

Global addresses start with 2000::/3.

Link-local addresses start with FE00:/12.

Link-local addresses start with FF00::/10.

There is only one loopback address and it is ::1.

If a global address is assigned to an interface, then that is the only allowable address for the interface.

moow>»

Correct Answer: AD
Section: part 2
Explanation



Explanation/Reference:

ipv6 1Y #HiftIRE - globaladdress 1y B EEfiz 2000::/3 E (/2 E 4T T 19,0 BEIER NV E A Ok, k2 ipv4
£

127.0.0.1 S {EFA I Fr 2L D IEHE

QUESTION 71
the network administrator has been asked to give reasons for moving from ipv4 to ipv6. what are two valid
reasons for adopting ipv6 over ipv4?(choose two)

A. telnet access does not require a password

B. nat

C. no broadcast

D. chanage of destination address in the ipv6 header
E. chanage of source address in the ipv6 header

F. autoconfiguration

Correct Answer: CF
Section: part 2
Explanation

Explanation/Reference:

BRG] IPVA [ IPve SR - 2 v YRS - CIRAER, F HEE

QUESTION 72

An administrator must assign static IP addresses to the servers in a network.For network
192.168.20.24/29, the router is assigned the first usable host address while the sales server is given the
last usable host address. Which of the following should be entered into the IP propertied box for the sales
server?

A. IP address:192.168.20.14 Subnet Mask:255.255.255.248 Default Gateway:192.168.20.9
B. IP address:192.168.20.254 Subnet Mask:255.255.255.0 Default Gateway:192.168.20.1
C. IP address:192.168.20.30 Subnet Mask:255.255.255.248 Default Gateway:192.168.20.25
D. IP address:192.168.20.30 Subnet Mask:255.255.255.240 Default Gateway:192.168.20.17
E. IP address:192.168.20.30 Subnet Mask:255.255.255.240 Default Gateway:192.168.20.25

Correct Answer: C
Section: part 2
Explanation

Explanation/Reference:
192.168.20.24/29 fir - #[E 192.168.20.24--- 192.168.20.31 » H. o g5 —(E ik B it - e —{FE 5E
fEHE - E W E A AT

QUESTION 73
Which subnet mask would be appropriate for a network address range to be subnetted for up to eight
LANs, with each LAN containing 5 to 26 hosts?

0.0.0.240
255.255.255.252
255.255.255.0
255.255.255.224
255.255.255.240

moow»

Correct Answer: D
Section: part 2
Explanation

Explanation/Reference:
HE{EYEEEH 5 71 26 { host » FiF & 32 Ay K/ » #EE By 255.255.255.224



QUESTION 74
How many bits are contained in each field of an IPv6 address?

A. 24
B. 4
C. 8
D. 16

Correct Answer: D
Section: part 2
Explanation

Explanation/Reference:
IPV6 Hthkfg—Esitihl- A 16 fir

QUESTION 75
Which three approaches can be used while migrating from an IPV4 addressing scheme to an IPV6
scheme.(choose three)

statically map IPV4 address to IPV6 addresses

configuration IPv4 tunnels between IPV6 islands

use DHCPvV6 to map IPV4 addresses to IPV6 addresses

use proxying and translation to translate IPV6 packets into IPV4 packets
configure IPV6 directly

enable dual-stack routing

mTmoow>»

Correct Answer: ABF
Section: part 2
Explanation

Explanation/Reference: Z % & ABF - IPV6 [ IPV4 i#EEE FH =&
ok B o EEAR > NAT-PT. A E£5#58 NAT-PY

B EhxiE

FRSH

QUESTION 76

Refer to the exhibit. In this VLSM addressing scheme, what summary address would be sent from router
A?

172.16.164.0220

o
172.16128.020 iy

172.16.3264.26

l‘:'z"l_ ."I‘.'_I_, Internet

172.16.32.128/26

1721696020 @=7=n

myyn¥

172.1664.0720

N




mmoow>»

172.16.0.0 /16
172.16.0.0 /20
172.16.0.0 /24
172.32.0.0 /16
172.32.0.0 /17
172.64.0.0 /16

Correct Answer: A
Section: part 2
Explanation

Explanation/Reference:

QUESTION 77
How is an EUI-64 format interface ID created from a 48-bit MAC address?

A.

by appending OxFF to the MAC address.

B. by prefixing the MAC address with OxFFEE.
C.
D
E

by prefixing the MAC address with OxFF and appending OxFF to it.

. by inserting OXFFFE between the upper three bytes and the lower three bytes of the MAC address
. by prefixing the MAC address with OxF and inserting OxF after each of its first three bytes.

Correct Answer: D
Section: part 2
Explanation

Explanation/Reference:

EUI-64 ‘Z#EfE 1T mac {irhl > i 64 {ir4HA% - 287 mac #hkHf > tEt2ss 24 AL ayFTE A 16 {ir
OXFFFE - [/

AliE—(E 64 fizyT - FRHEYT A o

QUESTION 78
Refer to the exhibit.Which is the most efficient summarization that R1 can use to advertise its networks to
R2?

172.1.4 0125

172.1.4.128/25

172.1.5.0/24
— T )
o —wrw

172.1.6.0/24

172.1.7.0124

A.
B.
C.

172.1.4.0/22
172.1.0.0/21
172.1.0.0/22



D. 172.1.4.0/25
172.1.4.128/25
172.1.5.0/24
172.1.6.0/24
172.1.7.0/24

E. 172.1.4.0/24
172.1.5.0/24
172.1.6.0/24
172.1.7.0/24

Correct Answer: A
Section: part 2
Explanation

Explanation/Reference:

fis— I8l B P R it R BEEAR - P o 1P stk (SRR

QUESTION 79
Which option is a valid IPv6 address?

2001:0000:130F::099a::12a
2002:7654:A1AD:61:81AF:CCC1
FECO:ABCD:WXYZ:0067::2A4
2004:1:25A4:886F::1

©Cow>

Correct Answer: D
Section: part 2
Explanation

Exglanatloaneferche:
{lél'5 9% B.JEZ 8
ﬂﬁm016ﬁﬁ/ﬁ

QUESTION 80
Which three are characteristics of an IPV6 anycast address?(choose three)

any-to-many communication model

delivery of packets to the group interface that is closest to the sending device
one-to-many communication model

the same address for multiple devices in the group

one-to-nearest communication model

a unique IPV6 address for each device in the group

mmoow>»

Correct Answer: BDE
Section: part 2
Explanation

Explanation/Reference:
A%ﬁ%LFEW
ERMEEARIZAH S - SRR T AYERES
*%%Lﬁﬁﬁ
DH@¢%M 113 P —fE iz 41k
%Lﬁ&%%ﬁ%ﬁ@&ﬁ?ﬁ%ﬁﬁﬁ(n%)
F 40 R EETRG A —EME—RY V6 fizik (FE3eH ™ DA —E 8RR SRR )

HHH 2 IPV6 [19{1#%

RE(EEST o

1. &RV E AT 2 SRR ETES
2.[5)4H 25 1 T 4 B — (A ik



3 SR F (ERBIALAY /3 40 B S B TR (EfES)

=T DLIEPEET ¢ anycast =) closet ~ nearest - same dress for multiple devices
AT~ AT~ — (B hE (R

QUESTION 81

A national retail chain needs to design an IP addressing scheme to support a nationwide network. The
company needs a minimum of 300 sub-networks and a maximum of 50 host addresses per subnet.
Working with only one Class B address, which of the following subnet masks will support an appropriate
addressing scheme? (Choose two.)

255.255.255.0
255.255.255.128
255.255.252.0
255.255.255.224
255.255.255.192
255.255.248.0

mmoow >

Correct Answer: BE
Section: part 2

Explanation

Explanation/Reference: [ 52 1Y 2= 53§15 75 Tl I (18 1P J5 2 A S 4% (i 2 B PERYSRIRS FT 0 - 2% 7y
E]FE Sy /D 300 {8 FHEEE DA SHE 48 E i % 50 A1 - f A —([ B Jfirdl » T2 cplpLt e i e e
%@E sE i ol 5 ? FE e 300 {E-r-4d > fg(E r4e/) 50 5 E % - A —{E B Mk k&7
R s e e VLSM o (R R H S f(E 4EEL i % 50 a5 - H 275<50<26 » EH&firc £ /02 6 i
T - B AR i/ A 300 (B4 - HUE B RS - ATl st 2/ /e 25 (|

A 27 256 (H T4 0 ghR

C: H64{Hr48D

T4 30 el IPF =

H 32 {lil+44 -

QUESTION 82

Refer to the exhibit. A network administrator is adding two new hosts to SwitchA. Which three values could
be used for the configuration of these hosts? (Choose three.)

g Port 1 o
e ™ -,
1-‘?'.".'1‘-'1.‘!.’!’ 00 WL G Internet

Port 6 ‘Pon 9

A | B
J ‘ l_ Router configuration:
interface fa0:0.1

2 5 encapsulation dot1q 1
Switch configuration: ip address 192.168.1.14 255.255.255.248
Port1: dot1q trunk interface fa00.10
VLAN 1: !JO"S 2.3.4 encapsulation dot1q 10
VLAN 10: Ports 5, 6, 7 ip address 192.168.1.78 255.255.255.224
VLAN 20: Poits 8,9, 10, 11, 12 interface 120/0.20

encapsulation dot1q 20
ip address 192.168.1.130 255.255.255.192

A. host A IP address: 192.168.1.79
B. host A IP address: 192.168.1.64
C. host A default gateway: 192.168.1.78



D. host B IP address: 192.168.1.128
E. host B default gateway: 192.168.1.129
F. host B IP address: 192.168.1.190

Correct Answer: A
Section: part 2
Explanation

Explanation/Reference:

QUESTION 83

€1)2 168178 B

CF

Which IPv6 address is the all-router multicast group?

A. FFO02::1
B. FF02::2
C. FF02::3
D. FF02::4
Correct Answer: B

Section: part 2
Explanation

EprIanatlon/Reference IPV6 IR A&

ik Ky FF02::2
E%Eﬁaﬁiﬂ?zﬁiﬁztﬂ:% 224.0.0.2

QUESTION 84

o IPV4 1JHfT

vlan 10

El G HAYE Z%E%%%E@EIEfﬂD 1I¥EB’J£TA%§U§Q§‘§*—LTA%A » IR = (& {E RE#
sLL K Y BRIy fir TA % Port 6 L1 > Port 6 [1a i  FTLL A T 2
% Port 9 1 » Port 9 &4~ vlan 20 » Fl

49E 192.168.1.64/27 »

I B @A 4EEL 192.168.1.128/26 » [l

130 5 S0RFRFI PR - RS E T/ mi IP 2 LAY default-gateway -

which address range efficiently summarizes the routing table of the addresses for router main?

R
HE

172.16.1.0
172.16.2.0

172.16.4.0

Router
1

172.16.3.0 @_

Router
2

=

Router
Main

172.16.9.0
172.16.10.0

3

Router
4

172.16.13.0

@., 172.16.12.0

Router @.' 172.16.6.0

172.16.7.0
172.16.8.0

172.16.0.0/18
172.16.0.0/16
172.16.0.0/20
172.16.0.0/21

SO w>»

Correct Answer: C

Section: part 2




Explanation

Explanation/Reference:
a1 (i 1P bk {bELE

QUESTION 85
Which IPv6 address is valid?

2031:0:130F::9C0:876A:130B
2001:0DB8:0000:130F:0000:0000:08GC:140B
2001:0DB8:0:130H::87C:140B
2031::130F::9C0:876A:130B

oo w»

Correct Answer: A
Section: part 2
Explanation

D HeERE—E : :

QUESTION 86
Wich command can you use to manually assign a static IPV6 address to a router interface?

ipv6 address PREFIX_1::1/64

ipv6 autoconfig 2001:db8:2222:7272::72/64
ipv6 autoconfig

ipv6 address 2001:db8:2222:7272::72/64

oo wp

Correct Answer: D
Section: part 2
Explanation

Explanation/Reference:
IPv6 1Eis Has Fa B A AT <

QUESTION 87
Which of these represents an IPv6 link-local address?

FEO08::280e:611:a:f14f:3d69
FE81::280f:512b:e14f:3d69

FE80::380e:611a:e14f:3d69
FEFE:0345:5f1b::e14d:3d69

oo wp

Correct Answer: C
Section: part 2
Explanation

Explanation/Reference:
IPv6 At i FE8O BHEH{% H A A~H mac ik

QUESTION 88

The network administrator is asked to configure 113 point-to-point links.Which IP addressing scheme best
defines the address range and subnet mask that meet the requirement and waste the fewest subnet and
host addresses?

A. 10.10.0.0/18 subnetted with mask 255.255.255.252
B. 10.10.0.0/25 subnetted with mask 255.255.255.252



C. 10.10.0.0/24 subnetted with mask 255.255.255.252
D. 10.10.0.0/23 subnetted with mask 255.255.255.252
E. 10.10.0.0/16 subnetted with mask 255.255.255.252

Correct Answer: D
Section: part 2
Explanation

Explanation/Reference:

113 {[E point-to-point & A /& IP o FRE S 52 2 (A% IP ikl » BJ 2 {8 FA%froT - 13 (EFESE 7 fir
ot —HER

ZLOfir > FTbliEE Ky 23

QUESTION 89
A cisco router is booting and has just completed the POST process.It is now ready to find and load an
I0OSimage.what function does the router perform next?

It checks the configuration register

It attempts to boot from a TFTP server

It loads the first image file in flash memory

It inspects the configuration file in NVRAM for boot instructions

©Cow>

Correct Answer: A
Section: part 2
Explanation

Explanation/Reference:
T—# 4 configuration register Zh1% i E #k ABLE

QUESTION 90
Refer to the exhibit. What is the meaning of the output MTU 1500 bytes?

Router# show interfaces ethernet 0
Ethernet0 is up, line protocol is up
Hardware is QUICC Ethernet, address is 00c0O.ab73.dead (bia 0010.7%7bcc.7321)
MTU 1500 bytes, BW 10000 Kbit, DLY 1000 usec,
reliability 2557255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
<output omitted>
Router#

The maximum number of bytes that can traverse this interface per second is 1500.
The minimum segment size that can traverse this interface is 1500 bytes.

The minimum segment size that can traverse this interface is 1500 bytes.

The minimum packet size that can traverse this interface is 1500 bytes.

The maximum packet size that can traverse this interface is 1500 bytes.

The maximum frame size that can traverse this interface is 1500 bytes.

mmoow>»

Correct Answer: E
Section: part 2
Explanation

Explanation/Reference:
MTU 5/ — & BH a0 i K RE E 2/D SPs, T — [ E 45 IR 2 = B RV E K R E packet.

QUESTION 91
On corporate network, hosts on the same VLAN can communicate with each other, but they are unable to
communicate with hosts on different VLANs. What is needed to allow communication between the VLANs?



a router with subinterfaces configured on the physical interface that is connected to the switch
a router with an IP address on the physical interface connected to the switch

a switch with an access link that is configured between the switches

a switch with a trunk link that is configured between the switches

©Cow>

Correct Answer: A
Section: part 2
Explanation

{m vlan 1y
lan V(S -
BRI T

Explanatloaneferen ce: ” [E]H
TkEeR o BB B L DIFIELA vian mrfy 3 i am e
[E] vian fE] @Lnﬂﬁﬁlﬁ@ W ’

SERL RS I T - AR 5

QUESTION 92
Which command displays CPU utilization?

H
_H
=
=
Yo
il
i
<
g
=y
ot
22
Jdﬂ“ < \lﬂi

show protocols
show process

show system

©Oow>

show version

Correct Answer: B
Section: part 2
Explanation

%n 2R CPU R 9 BRI - 15851

FHRE { H show process @14

\

Explanation/Reference: ,}Hgi i
AL o &H CPU HIA]

QUESTION 93
What two things will a router do when running a distance vector routing protocol? (Choose two.)

Send periodic updates regardless of topology changes.

Send entire routing table to all routers in the routing domain.
Use the shortest-path algorithm to the determine best path.
Update the routing table based on updates from their neighbors.
Maintain the topology of the entire network in its database.

moow>

Correct Answer: AD
Section: part 2
Explanation

Explanation/Reference: — (& #5117 HE 5 A1 & k&

AV A UIR A (B RG 2 A SRR - IEHE B ¢ aiag
{IE%EEI%E?J*“{IE%EEIW %%a?  Heksaaba C & A
SPF EEE - st D ARSEMDE SR FUH A HORT RS R

TEHE E ¢ {F 2okt icp e 52 (U ARHG A0S - S

QUESTION 94
Which command is used to display the collection of OSPF link states?

A. show ip ospf Isa database



B. show ip ospf link-state
C. show ip ospf neighbors
D. show ip ospf database

Correct Answer: D
Section: part 2
Explanation

Ex Ianatlon/Reference = E N
PF SiEé 11T FAI 21 show ip ospf
database T# 4 ’j S &R

QUESTION 95
Refer to the exhibit:

System flash director

File Length Name/status

1 3802992 ¢827v-yv6-mz.121-1.XB

3803056 bytes used, 4585552 available, 8388608 total]
8192K bytes of processor board System flash{ Read/Write)

The technician wants to upload a new IOS in the router while keeping the existing 10S. What is the
maximum size of an |OS file that could be loaded if the original 10S is also kept in flash?

3 MB
4 MB
5 MB
7 MB
8 MB

moow»

Correct Answer: B
Section: part 2

Explanation

Explanation/Ref 15 10S > =} {7 10S > (1] flash 258 £
4%< S%ggt;)?tgs e}%&%ﬁ?¥ R %% ¥ §] BARE R0 & 17 H R ER Y flas
QUESTION 96

Refer to the exhibit. The two exhibit devices are the only Cisco devices on the network. The serial network
between the two devices has a mask of 255.255.255.252. Given the output that is shown, what three
statements are true of these devices? (Choose three.)



Manchester London

= e

Manchester# sh cdp entry *
Device ID: London
Entry address (es):
IP address: 10.1.1.2
Platform: cisco 2610, Capabilities: Router
Interface: Seriall0/0, Port ID (outgoing port): Serial0/l
Holdtime : 125 sec

Loutput onitted>

The Manchester serial address is 10.1.1.1

The Manchester serial address is 10.1.1.2

The London router is a Cisco 2610.

The Manchester router is a Cisco 2610.

The CDP information was received on port Serial0/0 of the Manchester router.
The CDP information was sent by port Serial0/0 of the London Router.

mTmoow>

Correct Answer: ACE
Section: part 2
Explanation

Explanation/Reference:
10.1.1.2-3%50% |P, R B = Fy 255.255.255.252 Fr g 2 v IP A& 10.1.1.1

Hhp 4
interface:FijH & H CHIE - REEAEHIE
QUESTION 97

If IP routing is enabled, which two commands set the gateway of last resort to the default gateway?
(Choose two.)

A. ip default-gateway 0.0.0.0

B. ip route 172.16.2.1 0.0.0.0 0.0.0.0

C. ip default-network 0.0.0.0

D. ip default-route 0.0.0.0 0.0.0.0 172.16.2.1
E. ip route 0.0.0.0 0.0.0.0 172.16.2.1

Correct Answer: CE
Section: part 2
Explanation

Explanation/Reference: 115 4L ic & |PEj¥rEEI > U PO ok s <> T DAt L TR AT 25 2 A?%Eﬁifﬁi 12 B
P Eh S TR T S - BT B S Ao » BRERES b TSN F B A Bt 28

QUESTION 98
Which parameter can be tuned to affect the selection of a static route as a backup.when a dynamic
protocol is also being used?



link bandwidth

hop count

link cost

administrative distance
link delay

moowp

Correct Answer: D
Section: part 2
Explanation

Explanation/Reference:

B e E e R - /N EST

QUESTION 99
Refer to the exhibit. A network associate has configured OSPF with the command:

City(config-router)# network 192.168.12.64 0.0.0.63 area 0
After completing the configuration, the associate discovers that not all the interfaces are participating in

OSPF. Which three of the interfaces shown in the exhibit will participate in OSPF according to this
configuration statement? (Choose three.)

City#show ip interface brief

Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 192.168.12.48 YES manual up up
FastEthernet0/1 192.168.12.65 YES manual up up
Serial0/0 192.168.12.121 YES manual up up
Serial0/1 unassigned YES unset up up
Serial0/1.102 192.168.12.125 YES manual up up
Serial0/1.103 192.168.12.129 YES manual up up
Serial0/1.104 192.168.12.133 YES manual up up
City#

FastEthernet0 /0

FastEthernetO /1

Serial0/0

Serial0/1.102
Serial0/1.103
Serial0/1.104

mmoow>»

Correct Answer: BCD
Section: part 2
Explanation

Explanation/Reference:

FZ8E > 24 ospf network <t SZ B AR M - 192.168.12.64 0.0.0.63 - fHEN WS T 192.168.12.64/26
AV4ERES - 2 (EgERRAYERE © 192.168.12.64--192.168.127/26

&r_Lprat - BCD

QUESTION 100

Refer to the exhibit.The Lakside Company has the internetwork in the exhibit. The administrator would like
to reduce the size of routing table on the Central router.Which partial routing table entry in the Central
route represents a route summary that represents the vlans in Phoenix but no additional subnets?



10.3.0.0/24

S0/0

FAQ/

10.6.1.0/24 10.5.1.0/24

SW

s
10.2.0.0/24

10.4.0.0/24 10.4.1.0/24

Upstream
Provider

10.4.3.0/24

. 10.0.0.0/22 is subnetted,1 subnets

D 10.4.0.0[90/20514560] via 10.2.0.2,6w0d,serial0/1

. 10.0.0.0/28 is subnetted,1 subnets
D 10.2.0.0[90/20514560] via 10.2.0.2,6w0d,serial0/1

. 10.0.0.0/22 is subnetted,1 subnets
D 10.0.0.0[90/20514560] via 10.2.0.2,6w0d,serial0/1

. 10.0.0.0/30 is subnetted,1 subnets
D 10.2.2.0[90/20514560] via 10.2.0.2,6w0d,serial0/1

. 10.0.0.0/28 is subnetted,1 subnets
D 10.4.4.0[90/20514560] via 10.2.0.2,6w0d,serial0/1

. 10.0.0.0/30 is subnetted,1 subnets
D 10.4.4.4[90/20514560] via 10.2.0.2,6w0d,serial0/1

Correct Answer: A
Section: part 2
Explanation

Explanation/Reference:
¥ PHOENIX {8 PSR

QUESTION 101
Refer to the graphic. A static route to the 10.5.6.0/24 network is to be configured on the HFD router. Which

commands will accomplish this? (Choose two.)




10.5.4.5/30 10.5.4.6/30

ST 0/ fa0/1 @

fa0/1 fa0/0

10.5.5.0/24 10.5.6.0/24
A. HFD (config)# ip route 10.5.6.0 0.0.0.255 fa0/0
B. HFD(config)# ip route 10.5.6.0 0.0.0.255 10.5.4.6
C. HFD(config)# ip route 10.5.6.0 255.255.255.0 fa0/0
D. HFD(config)# ip route 10.5.6.0 255.255.255.0 10.5.4.6
E. HFD(config)# ip route 10.5.4.6 0.0.0.255 10.5.6.0
F. HFD(config)# ip route 10.5.4.6 255.255.255.0 10.5.6.0

Correct Answer: CD
Section: part 3
Explanation

Explanatlon/Reference =
B AR YR B ﬁ‘ET
— Bk o] LSS H RIS = 1P

QUESTION 102
Before installing a new, upgraded version of the I0S, what should be checked on the router, and which
command should be used to gather this information? (Choose two.)

the amount of available ROM

the amount of available flash and RAM memory

the version of the bootstrap software present on the router
show version

show processes

mTmoow>

show running-config

Correct Answer: BD
Section: part 3
Explanation

Explanation/Reference: 1F7/5% ¥E{’j 108 > Hi » %EE il Klﬁbi‘eﬁ » B R EANEGS
Rt SR B (08 EE%EI% %% e ?2 1 Flash
RAM ety - Fr L (2 @%Ea%&m oS » 5 Faen FIR eqj:/\
Flash #1 RAM E’jfe}g Pl show versmnz_ E?J }3)?
TEF-4R 10S HIBHEE » IR TEBFELUT 465G ¢
1.flash =2 E R

SR 2B 7 1% 10S

QUESTION 103
Which command reveals the last method used to powercycle a router?

A. show reload
B. show boot



C. show running-config

D. show version

Correct Answer: D
Section: part 3
Explanation

Explanation/Reference: Ui — il iy < o] DU R B 4T — Y
BRI 800 17 5 By | T LRI K RS

= show version

QUESTION 104
Which command can be a router to verify the layer 3 path to a host?

A. traceroute address
B. tracert address

C. ssh address

D. telnet address

Correct Answer: A
Section: part 3
Explanation

Explanation/Reference:
tracert & windows fJd54

QUESTION 105
What information does a router running a link-state protocol use to build and maintain its topological
database? (Choose two.)

A. hello packets

SAP messages sent by other routers

LSAs from other routers

beacons received on point-to-point links

routing tables received from other link-state routers
TTL packets from designated routers

nmmoow

Correct Answer: AC
Section: part 3
Explanation

ﬁfﬂﬁ%ﬂﬂﬁ%%t&ﬁ%m% sh o M A A B R AR R -
iﬁ DR #52 TTL & > sf3% » BIEATH -

QUESTION 106
Which statements describe the routing protocol OSPF? (Choose three.)

It supports VLSM.

It is used to route between autonomous systems.

It confines network instability to one area of the network.
It increases routing overhead on the network.

©Cow>



E. It allows extensive control of routing updates.
F. Itis simpler to configure than RIP v2.

Correct Answer: ACE
Section: part 3
Explanation

EEE’EE@"}_L Jéj > Dy ’
g o B FOTTEREH FEr ] o IERE - F o LR RIPV2 55
B > $Ba > BARRT -

QUESTION 107

Refer to the exhibit. A network administrator configures a new router and enters the copy startup-config
running-config on the router. The network administrator powers down the router and sets it up at a remote
location. When the router starts, it enter the system configuration dialog as shown. What is the caust of the

problem?

—- System Configuwation Dialog —-
Would you like to enter the initial configuration dialog? [yes/no):
% Please answer yes' o 'no’.
Would you like to enter the initial configuration dialog? [yes/no]: n

Would you like to terminate autoinstall? [yes):

Press RETURN to get started!

The network administrator faled to save the configuration.
The configuration register is set to 0x2100.

The configuraiton register is set to 0x2102.

moowp

Correct Answer: A
Section: part 3
Explanation

Explanation/Reference

The boot system flash command is missing from the configuration.

The router is configured with the boot system startup command.

EHEEHFHF copy run start 65 FTARCE S B IR F AR ERIZ B AR S BiCE# R 1

QUESTION 108
Refer to the exhibit. Which WAN protocol is being used?



ROuterA#show intertace poss8/0,/0
POS8/0/0 is up, Tine protocol is up
Hardware is Packet over Sonet
Keepalive set (10 sec)
scramble disabled
LMI enq sent 2474988, LMI stat recvd 2474969, LMI upd recvd 0, DTE LMI up
eroadcast queue 0/256, broadcasts sent/dropped 25760868/0, interface broadcasts 25348176
Last input 00:00: 00, output 00:00:00, output hang never
Last clearing of "show interface” counters 40wéd
5 minute input rate 0 bits/sec, 0 packets/sec
S minute output rate 39000 b1ts sec, 60 packets/sec
63153396 packets input, 4389121455 byres, 0 no buffer
Received 0 broadcasts (0 1P multicast)
0 runts, 0 giants, 0 throttles
0 parity
44773 input errors, 39138 CRCy 0 frame, 0 overrun, 0 ignored, 27 abort
945596253 packers outpurt, 6’"53744360 bytes 0 underruns
0 output errors, O applwque. 0 interface resets
0 output buffer failures, 0 output buffers swapped out
0 carrier transitions

A. ATM B.
HDLC

C. Frame Relay
D. PPP

Correct Answer: C
Section: part 3
Explanation

o

Explanation/Reference: %1 & [S{I)f—fijzé B E ? ZBELSNT L E
SR AR N MR e U RO

U%

QUESTION 109
What is the default administrative distance of OSPF?

A. 120
B. 100
C. 90
D. 110

Correct Answer: D
Section: part 3
Explanation

Epranatioaneference:

QUESTION 110
Which characteristics are representative of a link-state routing protocol? (Choose three.)

provides common view of entire topology
exchanges routing tables with neighbors
calculates shortest path

utilizes event-triggered updates

utilizes frequent periodic updates

moowp

Correct Answer: ACD
Section: part 3
Explanation

%Ianatloaneference sEpSIR R B E A
e 2 AR BRI S » IEh oW ip
ospf database B : #fij& < [RIACHAES &G - $HER - SCHR
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QUESTION 111
Refer to the exhibit.Based on the exhibited routing table,how will packets from a host within the
192.168.10.192/26 LAN be forwarded to 192.168.10.17?

192.168.10.64/26 192.168.10.192/26

I 10192 .168.10.8/30 I
#—:E 9 - J:i
L
b
K |

5

192.168.10.0/30 192.168.10.4/30

192.168.10.128/26

EZ=# show ip route

Gateway of last resort is not set

192 162 .10 024 i3 variably subnetted, & submets, 2 rasks
192.168.10 64026 [P0/2195456] wia 192.162.10.9, 00:03:31, Senalli0
192162100730 [F0262 1256] wia 192 162,109, 0003 31, Ser1all

[FO262 1256) wia 192 .162.10.5, 00:03 51, Ser1aldil

192.168.10.4/30 15 directly connected, Serial Of1
192.168.1002/30 15 directly connected, Serial 000
192.165 10.192126 15 dire ctly conmected, FastEthemet0/0
19216310 122026 [PO2195456] wia 192.165.10 .5, 00:03:31, Senal 041

i B SO L N o I

The router will forward packets from R3 to R2 to R1

The router will forward packets from R3 to R1

The router will forward packets from R3 to R1 to R2

The router will forward packets from R3 to R2 to R1 AND from R3 to R1

©Cow>

Correct Answer: D
Section: part 3
Explanation

Explanation/Reference:

R R P A BT - B H AL W0 R S E S fr R £8

QUESTION 112
Refer to the exhibit.



Fal/0.1 - 172.19.1.254 /24 VLAN 1
Fal/0.2 — 172.19.2.254 24 YLAN 2
Fal/0.3 - 172.19.3.254 /24 YLAN 3

o
I -

VLAN1 | |

VLAN 2

C-router is to be used as a "router-on-a-stick" to route between the VLANSs. All the interfaces have been
properly configured and IP routing is operational. The hosts in the VLANs have been configured with the
appropriate default gateway. What is true about this configuration?

A. These commands need to be added to the configuration:
C-router(config)# router eigrp 123
C-router(config-router)# network 172.19.0.0

B. These commands need to be added to the configuration:
C-router(config)# router ospf 1
C-router(config-router)# network 172.19.0.0 0.0.3.255 area 0
C. These commands need to be added to the configuration:
C-router(config)# router rip
C-router(config-router)# network 172.19.0.0

D. No further routing configuration is required.
Correct Answer: D

Section: part 3

Explanation

Explanation/Reference:

QUESTION 113
Refer to the exhibit. Why is flash memory erased prior to upgrading the 10S image from the TFTP server?



Router# copy tftp flash

Address or name of remote host []? 192.168.2.167

source filename []? c1600-k8sy-mz.123-16a.bin

Destination filename [c1600-k8sy-mz.123-16a.bin]?

Accessing tftp://192.168.2.167/ cl1600-k8sy-mz.123-16a.bin...

Erasing flash before copying? [confirm]

Erasing the flash filesystem will remove all files! continue? [confirm]
Erasing device...

e o o o o o o o o o e e o e L T
EceeEEceEceRREREEEERRRREEEEREERE . . . Erased

Erase of flash: complete

Loading c1600-k8sy-mz.123-16a.bin from 192.168.2.167 (via Ethernetd):
LU S S U U R U O U U A U A

[OK - 6888962/13777920 bytes]

verifying checksum... OK (Ox7BF3)
6888962 bytes copied in 209.920 secs (32961 bytes/sec)
Router#

OO0 >

The router cannot verify that the Cisco 10S image currently in flash is valid
Flash memory on Cisco routers can contain only a single 10S image.

. Erasing current flash content is requested during the copy dialog.
. In order for the router to use the new image as the default, it must be the only IOS image in flash.

Correct Answer: C
Section: part 3
Explanation

Explanation/Reference:

QUESTION 114
Which command would you configure globally on a Cisco router that would allow you to view directly
connected Cisco devices?

A.
B.
C.
D.

enable cdp
cdp enable
cdp run
run cdp

Correct Answer: C
Section: part 3
Explanation

S

Explanatlon/Reference ki SR iﬁ,@ﬂﬂ%ﬁ%ﬂiﬂ%ﬁ%ﬁ%ﬁ@é’j msco/i G ? %!,Eéﬂﬁ

FEREE COP 53 - CDP s £E 8 th 54 )

@
El
4>

cdprun » ZZEZ

QUESTION 115
Refer to the exhibit. According to the routing table, where will the router send a packet destined for
10.1.5.657?



[Network Interface Next-hop
10.1.1.0/24 e0 directly connected
10.1.2.0/24 el directly connected
10.1.3.0/25 s0 directly connected
10.1.4.0/24 s1 directly connected
10.1.5.0/24 el 10.1.1.2
10.1.5.64/28 el 10.1.2.2
10.1.5.64/29 s0 10.1.3.3
110.1.5.64/27 51 10.1.4.4

A. 10.1.1.2

B. 10.1.2.2

C. 10.1.3.3

D. 10.1.4.4

Correct Answer: C
Section: part 3
Explanation

Explanation/Reference:
T BT BRESSEAFEE 10.1.5.65 1YL - MFERZ EW—EES 2
ﬁéﬁﬁ C SRS AR RS R TE P = N — Bk o (B R R B A - BV R VSR & TR R - &

==
&C e

QUESTION 116
Refer to the exhibit.which address and mask combination a summary of the routes learned by EIGRP?

Gateway of last resort is not set

192.168.25.0/30 is subnetted, 4 subnets
192.168.25.20 [90/2681856] via 192.168.15.5, 00:00:10, Serial0/1
192.168.25.16 [90/1823638] via 192.168.15.5, 00:00:50, Serial0/1
192.168.25.24 [90/3837233] via 192.168.15.5, 00:05:23, Serial0/1
192.168.25.28 [90/8127323] via 192.168.15.5, 00:06:45, Serial0/1
192.168.15.4/30 is directly connected, Serial0/1
192.168.2.0/24 is directly connected, FastEthernet0/0

O0O0000

192.168.25.0 255.255.255.240
192.168.25.16 255.255.255.252
192.168.25.0 255.255.255.252
192.168.25.28 255.255.255.240
192.168.25.16 255.255.255.240
192.168.25.28 255.255.255.240

mmoow>»

Correct Answer: E
Section: part 3
Explanation

Explanation/Reference:
Ik EH PR 48— 7 PR AR Ry B/ N 4 B

QUESTION 117



Refer to the exhibit.

172.16.109.5/30 172.16.109,6/30
— SO0

Fa0n Fam
172.1&.109.52:’%3 § B ’EZ.iﬁ.ﬁG.IJ‘Z-t

R#& show ip interface brief

Iterfacs .Address OH? Method Status Protocol
FastEthernetnn 1721690062 YES manual up L
SeialDn unassigned  YES unset adinimistt alneely down down
Sorialon 172161005 YES manual up L

Assuming that the entire network topology is shown, what is the operational status of the interfaces of R2
as indicated by the command output shown?

A. One interface has a problem. B.

Two interfaces have problems.

C. The interfaces are functioning correctly.

D. The operational status of the interfaces cannot be determined from the output shown.

Correct Answer: C
Section: part 3
Explanation

Explanation/Reference:
I UP > SITIES

QUESTION 118
Which two locations can be configured as a source for the I0S image in the boot system command?
(Choose two.)

A. RAM
NVRAM

flash memory
HTTP server
TFTP server
Telnet server

nmmoow

Correct Answer: CE
Section: part 3
Explanation

Explanation/Reference:
fil © F boot system FCE ar< » T A WA {E MR AT LAE T 108 #3515 2
ﬁﬁ%ﬁéﬁﬁ CIERER T 108 EIALE - HERIEN T2t B 51 flash & H 108 - MIFHLE(FRE A - 40

SSHERFIRIERSEN TFTP Server & #,10S - 1fj H. 10S HEEFAE Flash = TFTP server 1 - #3% CE
QUESTION 119

Refer to the exhibit. Given the output for this command, if the router ID has not been manually set, what
router ID will OSPF use for this RouterD?



RouterD# show ip intexrface brief

Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 192.168.5.3 YES manual up up
FastEthernec0/1 10.1.1.2 YES manual up up
LoopbackD 172.16.5.1 YES NVRAM up up
Loopbackl 10.154.154.1 YES HKVRAM up up

A. 10.1.1.2

B. 10.154.154.1

C. 172.16.5.1

D. 192.168.5.3

Correct Answer: C
Section: part 3
Explanation

Epranatioaneference:
EREE % F:C G K LOOPBACK Ik

QUESTION 120
Refer to the exhibit. What commands must be configured on the 2950 switch and the router to allow
communication between host 1 and host 2? (Choose two.)

fa0/0

fa0/1 Switch1
IP address: 192.168.1.2/24

Ports 2-12 VLAN 10
fa0/2

Ports 13-24 VLAN 20
Host 1 Host 2
IP address: 192.168.10.5/24 IP address: 192.168.20.5/24

Default Gateway: 192.168.10.1 Default Gateway: 192.168.20.1

A. Router (config)# interface fastethernet 0/0
Router (config-if)# ip address 192.168.1.1 255.255.255.0
Router (config-if)# no shut down

(
(
(
B. Router (config)# interface fastethernet 0/0

Router (config-if)# no shut down

Router (config) # interface fastethernet 0/0.1

Router (config-subif)# encapsulation dotlg 10

Router (config-subif) # ip address 192.168.10.1 255.255.255.0

Router (config-subif) # interface fastethernet 0/0.2

Router (config-subif)# encapsulation dotlg 20

Router (config-subif)# ip address 192.168.20.1 255.255.255.0
(
(

C. Router (config)# router eigrp 100
Router (config-router)# network 192.168.10.0
Router (config-router)# network 192.168.20.0

D. Switchl (config)# vlan database



Switchl (config-vlan)# vtp domain XYZ
Switchl (config-vlan)# vtp server

(
(
E. Switchl (config)# interface fastethernet 0/1
Switchl (config-if)# switchport mode trunk
(
(

F. Switchl (config)# interface vlan 1
Switchl (config-if)# ip default-gateway 192.168.1.1

Correct Answer: BE
Section: part 3
Explanation

| tion/Ref BE o AR ERREE y — lan °
ﬁ?/?aan'glno ;ﬁ;i?fggfaéa@ H%%%% r’JFEBE e Es FEH {11 ¥ E— ([ vlan

QUESTION 121
Which two statements describe the process identifier that is used in the command to configure OSPF on a
router? (Choose two.)

Router(config)# router ospf 1

All OSPF routers in an area must have the same process ID.

Only one process number can be used on the same router.

Different process identifiers can be used to run multiple OSPF processes
The process number can be any number from 1 to 65,535.

Hello packets are sent to each neighbor to determine the processor identifier.

moowy

Correct Answer: CD
Section: part 3
Explanation

Explanation/Reference:
OSPF 25t (E & A AR - BRI ER 2 EH SR 0y EIr

QUESTION 122
Refer to the exhibit. For what two reasons has the router loaded its IOS image from the location that is
shown? (Choose two.)

Routerl> show version

Cisco Internetwork Operating System Software

I05 {tm) 7200 Software (C7200-J-M), Experimertal Version 11.3{19970915:164752)
[hampton-nitro-baseline 249]

Copyright (c) 1985-1997 by cisco Systems, Inc.

Compiled Wed 08-0ct-97 06:39 by hampton

Inage text-base: 0x60008%00, data-base: Ox&0B38000

ROM: System Bootstrap, Versiom 11.1(1185S), (keta' 2], INTERIN SOFIWARE
BOOTFLASH: 7200 Software (C7200-BOOT-M), VWezsion 11.1(472), RELEASE SOFTWARE (fcl)

Routerl wtime is 23 hours, 33 minutes

System restarted by abort at PC (m6022322C at 10:50:55 PDT Tue Oct 21 1997
System image file is "tfep: [/172.16.1.129/hampton/nitro/c7200-j-2z"

cisco 7206 (NPE1S0) processor with S7344K/8195ZK bytes of memory.

<output omitted>

Configuration register is 0x2102




Router1 has specific boot system command that instruct it to load 10S from TFTP server.
Router1 is acting as a TFTP server for other routers.

Router1 cannot locate a valid IOS image in flash memory.

Router1 defaulted to ROMMON mode and loaded the IOS image from a TFTP server.
Cisco routers will first attempt to load a image from TFTP for management purposes.

moows»

Correct Answer: AC
Section: part 3
Explanation

Explanation/Reference:
A EETESICE S Has (e TFTP & A 10S
C p&Hasd# A flash #1Y 10S &7

QUESTION 123
Refer to the exhibit. What can be determined about the router from the console output?

1 FastEthernet/IEEE 802.3 interface(s)
125K bytes of non-volatile configuration{'memory.

65536K bytes of ATA PCMCIA card at '‘slot 0 (Sector size 512 bytes).
8192K bytes of Flash internal SIMM (Sector size 256K).

-—— System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]:

No configuration file was found in NVRAM.

No configuration file was found in flash.

No configuration file was found in the PCMCIA card.
Configuration file is normal and will load in 15 seconds.

©Oow>»

Correct Answer: A
Section: part 3

Explanation
lanation/Reference: #[ l it console [1HYi 455 FEEEE ? BB A H
VAN Branse T B, 1 congole B WS J AT i

QUESTION 124
Which three elements must be used when you configure a router interface for vlan trunking?(choose three)

one IP network or subnetwork for each subinterface
subinterface numbering that matches vlan tages
subinterface encapsulation identifiers that match vlan tags
a management domain for each subinterface

one physical interface for each subinterface F.

one subinterface per vlan

moow»

Correct Answer: ACF
Section: part 3
Explanation

Explanation/Reference:



B

|
i
=
Ny

QUESTION 125
Which commands are required to properly configure a router to properly configure a router to run OSPF
and to add network 192.168.16.0/24 to OSPF area 07?(choose two)

Router(config)#router ospf 1

Router(config)#router ospf 0

Router(config)#router ospf area 0

Router(config-router)#network 192.168.16.0 0.0.0.255 area 0
Router(config-router)#network 192.168.16.0 0.0.0.255 0
Router(config-router)#network 192.168.16.0 255.255.255.0 area 0

mmoow>»

Correct Answer: AD
Section: part 3
Explanation

Explanation/Reference:
OSPF WYiCE
HERZSRHGE 1-65535 » B G4 R TS B + S i

QUESTION 126
A router receives information about network 192.168.10.0/24 from multiple sources.What will the router
consider the most reliable information about the path to that network?

an OSPF update for network 192.168.0.0/16

a static router to network 192.168.10.0/24

a static router to network 192.168.10.0/24 with a local serial interface configured as the next hop
a RIP update for network 192.168.10.0/24

a directly connected interface with an address of 192.168.10.254/24

a default route with a next hop address of 192.168.10.1

mmoow>»

Correct Answer: E
Section: part 3
Explanation

Explanation/Reference:
RIS HE R/ N O

QUESTION 127
What is the default maximum number of equal-cost paths that can be placed into the routing of a cisco
OSPF router?

A. 16
B. 2
C. unlimited
D. 4

Correct Answer: D
Section: part 3
Explanation



Explanation/Reference:
OSPF ERE0 FE Wi [ 4 ik

QUESTION 128
Which command shows your active Telnet connections?

show session

show cdp neighbors
show users

show queue

oo w >

Correct Answer: A
Section: part 3
Explanation

Explanation/Reference:
05—l ey BT E BN Y telnet 56

QUESTION 129
Which type of EIGRP route entry describes a feasible successor?

A. a primary route,stored in the routing table B.
a backup route,stored in the routing table C. a
backup route,stored in the topology table

D. a primary route,stored in the topology table

Correct Answer: C
Section: part 3
Explanation

Explanation/Reference:

AT (T (R R A R

QUESTION 130
Refer to the exhibit. What statement is true of the configuration for this network?



Intenal 456 4071
Router 40 - Internet
s = Do o

fa00 2
172161254 a0/t 208 External
172462254 Router
hostname InternalRowuter
172.16.1.024 ,
imerface FastEthernetd )
ip address 172.16.1.254 255.255,255.0

/-‘57 ip nat inside
!
interface FastEthernetd
ip address 172.16.2.254 255.255,255.0
ip nat inside

172.16.2.0°4
interface Serial0

ip address 128.107.1.1 255.255,255.252
ip nat outside

1

ip nat inside source Bst 1 interface Seriald® overload

ip route 0.0.0.0 0.0.0.9 Seriak
1

access-ist 1 permi 172.16.1.0 0.0.0.255
access-list 1 permit 172.16.2.8 0.0.0.255

A. The configuration that is shown provides inadequate outside address space for translation of the
number of inside addresses that are supported.

B. Because of the addressing on interface FastEthernet0/1, the Serial0/0 interface address will not
support the NAT configuration as shown.

C. The number 1 referred to in the ip nat inside souce command recerences access-list number 1.
D. ExternalRouter must be configured with static routers to network 172.16.2.0/24

Correct Answer: C
Section: part 3
Explanation

Explanation/Ref (A FT eIk fir b L &5 RS E A bt - PR -
O\)/(grlggg ]%%?E?e F%nlé::_ro B%%%%x;ﬁ%%i%%l& OJJ:KE Loy BC4a A NS A aE - gE55 - R T

C:ip nat insid source 1 5§ 1 % access list 1
D : extemalrouter P\JEBCE —{&%] 172.16.2.0/24 5855 -

QUESTION 131
Which statement describes the process of dynamically assigning IP addresses by the DHCP server?

A. Addresses are allocated after a negotiation between the server and the host to determine the length of
the agreement.

B. Addresses are permanently assigned so that the hosts uses the same address at all times.

C. Addresses are assigned for a fixed period of time, at the end of the period, a new request for an
address must be made.

D. Addresses are leased to hosts, which periodically contact the DHCP server to renew the lease.

Correct Answer: D
Section: part 3
Explanation



Explanation/Reference: i —{i 575t " DHCP EhE  ACArikfy 852 2 “ZEEo3 47 @ £ DHCP FHAHAMR
—=£l - DHCP ] =i g fe S L4805 | 55K £l DHCP (EREE - A DHCP JIZ 7% 23 (EiARiRAE > FSRrim
DHCP {alflk es & 2 45 ] > ﬁéméﬁjﬁ,ﬁ)@%ﬁ%ﬁé > g4 DHCP {alfiggs A nf FHASE DHCP F = iy (£ 4 iR
~$Eﬁ$ﬁé’3 ﬁﬁﬂﬁﬁﬁg%@ﬁ‘ﬂéﬁ DHCP #1&y - 41 RALFLIFILEIRY 87.5% %5 1% DHCP )ﬁﬁ&%’%{ IR ]
- P i & sl i —(E#rH DHCP {alfikas - 7 rl e fEH—{E R [EHY 1P 3 41k « FrlA %2 D -

QUESTION 132
What are two benefits of using NAT?(choose two)

NAT protects network security because private networks are not advertised.

NAT accelerates the routing process because no modifications are made on the packets.
Dynamic NAT facilitates connections from the outside of the network.

NAT facilitates end-to-end communication when IPsec is enable.

NAT eliminates the need to re-address all host that require extemal access.

NAT conserves addresses through host MAC-level multiplexing.

mmoow>

Correct Answer: AE
Section: part 3
Explanation

Explanation/Reference:
E.NAT JHFR T & 75 S/ 45T (8 AR fR 2 — (B R [F]) 1P firkk:

QUESTION 133
On which options are standard access lists based?

destination address and wildcard mask
source address and wildcard mask
destination address and subnet mask
source address and subnet mask

©Oow>

Correct Answer: B
Section: part 3
Explanation

Explanation/Reference:

TERE P2 I B 2 (50 PR A Bk A8 P 7T

QUESTION 134
A network engineer wants to allow a temporary entry for a remote user with a specific usename and
password so that the user can access the entire network over the internet.which ACL can be used?

A. reflexive
B. extended
C. standard
D. dynamic

Correct Answer: D
Section: part 3
Explanation

Explanation/Reference: 4% T 12 E *E%fn%ff {EEERF 5 B — (@ E 1Y usename &2 A& M5, Bk
{5 =& v DAE B (E 4 . which ACL m] DL{#EH?

R ACL

QUESTION 135



How does a DHCP server dynamically assign IP addresses to hosts?

A. Addresses are permanently assigned so that the host uses the same address at all times.

B. Addresses are assigned for a fixed period of time. At the end of the period, a new request for an
address must be made, and another address is then assigned.

C. Addresses are leased to hosts. A host will usually keep the same address by periodically contacting the
DHCP server to renew the lease.

D. Addresses are allocated after a negotiation between the server and the host to determine the length of
the agreement.

Correct Answer: C
Section: part 3
Explanation

Explanation/Reference: 7t DHCP FHZHAR —6F » D
#0158 DHCP (s} 28 {F 4R 5E - P/ ( Crlied o
{El ke es A AT P A DHCP 25 1= e 5 e ik — - HUFH L A8 i 2 25 1%
[H1HY 87.5%:251% DHCP falflzgs {1574°F =] » DHCP HFlm& &
SEH—{EA [FHY 1P fizsk -
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QUESTION 136
Refer to the exhibit. Which rule does the DHCP server use when there is an IP address conflict?

Routerd show ip dhcp conflict

IP address Detection method Detection time
172.16.1.32 Ping Feb 16 1998 12:28 PM
172.16.1.64 Gratuitous ARP Feb 23 1998 08:12 AM

The address is removed from the pool until the conflict is resolved.
The address remains in the pool until the conflict is resolved.

Only the IP detected by Gratuitous ARP is removed from the pool.
Only the IP detected by Ping is removed from the pool.

The IP will be shown, even after the conflict is resolved.

moow»

Correct Answer: A
Section: part 3
Explanation

et P R R O
r B A show ip dhcp conflict i &
mmﬂﬁ@ B R R SO -
LT EEpOR (7 Bl
%a§@®%%? 4 B -
Ei%@%%%ﬁ’mmﬁﬁ%r fea )
HCP 725655 IP ALALITZEHS » Erim e o e B0 - BEVMTZRA4T - FHE R i 0

QUESTION 137
Which two tasks does the Dynamic Host Configuration Protocol perform? (Choose two.)

Set the IP gateway to be used by the network.

Perform host discovery used DHCPDISCOVER message.
Configure IP address parameters from DHCP server to a host.
Provide an easy management of layer 3 devices.

©Oow>



E. Monitor IP performance using the DHCP server.
F. Assign and renew IP address from the default pool.

Correct Answer: CF
Section: part 3
Explanation

Explanation/Reference: DHCP (rlflz 25 fE&His o FH = (] 12 2 %%ﬁﬁg IS i e DHCP {8 -
DHC%EThbuﬁﬁfjffifﬁﬁﬁ‘jﬂm?%ﬂ#fﬁii%@qjEI’\] Ip irhkoy4s A% - 0 H e FELTRHIARE - ARAE T
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QUESTION 138
When a DHCP server is configured, which two IP addresses should never be assignable to hosts?
(Choose two.)

A. network or subnetwork IP address
broadcast address on the network

IP address leased to the LAN

IP address used by the interfaces
manually assigned address to the clients
designated IP address to the DHCP server

nmmoow

Correct Answer: AB
Section: part 3
Explanation

Explanation/Reference: & —({E DHCP [t & 471 {l X HIZTXI@ fj - X
L4G LA 7 BELT - AHE R A RN BT S ECHY AL
G B it

QUESTION 139
Which two statements about static NAT translations are true?(choose two)

A. They are always present in the NAT table.
B. They allow connection to be initiated from the outside.

C. They can be configured with access lists, to allow two or more connections to be initiated from the
outside.

D. They require no inside or outside interface markings because addresses are statically defined.

Correct Answer: AB
Section: part 3
Explanation

Explanation/Referelce
HHHG +
i%sﬁﬁx G
N

QUESTION 140
Which statement about access lists that are applied to an interface is true?

A. you can apply multiple access lists with the same protocol or in different direction.
B. you can config one access list,per direction,per layer 3 protocol

C. you can place as many access lists as you want on any interface

D. you can apply only one access list on any interface

Correct Answer: B
Section: part 3



Explanation

Explanation/Reference:
— (&R AT LIECE In out @il ACL - [EREZE %5 B

QUESTION 141
Which item represents the standard IP ACL?

access-list 50 deny 192.168.1.1 0.0.0.255

access-list 110 permit ip any any

access-list 2500 deny tcp any host 192.168.1.1 eq 22
access-list 101 deny tcp any host 192.168.1.1

©Cow>

Correct Answer: A
Section: part 3
Explanation

Explanation/Reference:
FE4E ACL #ifE 1-99

QUESTION 142

A network administrator is configuring ACLs on a cisco router,to allow traffic from hosts on networks
192.168.146.0,192.168.147.0,192.168.148.0and192.168.149.0 only.Which two ACL statements when
combined are the best for accomplishing the task?(choose two)

access-list 10 permit ip 192.168.147.0 0.0.0.255.255
access-list 10 permit ip 192.168.149.0 0.0.0.255.255
access-list 10 permit ip 192.168.146.0 0.0.0.0.255
access-list 10 permit ip 192.168.146.0 0.0.0.1.255
access-list 10 permit ip 192.168.148.0 0.0.0.1.255
access-list 10 permit ip 192.168.146.0 255.255.255.0

Mmoo w >

Correct Answer: DE
Section: part 3
Explanation

Explanation/Reference:

QUESTION 143
Which can be done to secure the virtual terminal interfaces on a router?(choose two)

Administratively shut down the interfaces.
Physically secure the interfaces.
Configure a virtual terminal password and login process.

Enter an access list and apply it to the terminal interfaces using the access-class command.

moowy»

Create an access list and apply it to the terminal interfaces using the access-group command.

Correct Answer: CD
Section: part 3
Explanation

Explanation/Reference:
access-class &1F VTY &8 ACL - access-group /2SR ACL

QUESTION 144
Which two commands correctly verify whether port security has been configured on port FastEthernet 0/12
on a switch?(choose two)



SW1#show swithport port-security interface FastEthernet 0/12
SW1# show swithport port-secure interface FastEthernet 0/12
SW1# show port-secure interface FastEthernet 0/12
SW1#show running-config

SW1#show port-security interface FastEthernet 0/12
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Correct Answer: DE

Section: part 3

Explanation

Explanation/Reference:

BERZENICER S

QUESTION 145

Refer to the exhibit. The following commands are executed on interface fa0/1 of 2950Switch.
2950Switch(config-if)# switchport port-security

2950Switch(config-if)# switchport port-security mac-address sticky

2950Switch(config-if)# switchport port-security maximum 1

The Ethernet frame that is shown arrives on interface fa0/1. What two functions will occur when this frame

is received by 2950Switch? (Choose two.)

MAC Address Table

Fa0/2 0000.00bb.bbbb
Fa0/3 0000.00cc.ccce

0000.00aa.aaaa

P

= | 2950Switch

fa03

0000.00bb.bbbb

ETHERNET FRAME
/  FFFFFFFFFFFF /  0000.00AA.AAAA /  /
Destination MAC Source MAC Data

A. The MAC address table will now have an additional entry of fa0/1 FFFF.FFFF.FFFF.

B. Only host A will be allowed to transmit frames on fa0/1.

C. This frame will be discarded when it is received by 2950Switch.

D. All frames arriving on 2950Switch with a destination of 0000.00aa.aaaa will be forwarded out fa0/1.

E. Hosts B and C may forward frames out fa0/1 but frames arriving from other switches will not be
forwarded out fa0/1.

F. Only frames from source 0000.00bb.bbbb, the first learned MAC address of 2950Switch, will be

forwarded out fa0/1.



Correct Answer: BD
Section: part 3
Explanation

Explanation/Reference:
B B ERGRRIRZE e o maximum 1 57EA H 7 EF—{E mac A
: %‘;m fiff.fiff.fff %) mac firikz% - #8535 - 52 arp 8oL HEERMEIE mac RINE
mac
B: ERFFFH A il f0/1 > 1F
i

ITI

I3

C:i& 2950switch Uy FiE % 23 - §ER - fEZIERR 01 SR A RIS
i
E: XM B CHVR SR G e f0/1 s - [EEHM SRR G - 5

', {59 mac % 0000.00bb.bbbb » 2050switch 5 [ESVE) mac firkE A f0/1 4 - 8

'I'I

D: f'ﬂ 2950switch Ug% H1y5 0000.00aa.aaaa (& RiEerfE fo/1 s

I3

P
5
.

QUESTION 146
Select the action that results from executing these commands.

Switch(config-if# switchport port-security
Switch(config-if)# switchport port-security mac-address sticky

A dynamically learned MAC address is saved in the startup-configuration file.
A dynamically learned MAC address is saved in the running-configuration file.
A dynamically learned MAC address is saved in the VLAN database.

Statically configured MAC addresses are saved in the startup-configuration file if frames from that
address are received.

Statically configured MAC addresses are saved in the running-configuration file if frames from that
address are received.
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Correct Answer: B
Section: part 3
Explanation

Explanation/Reference:

HHG AR Z 2 - sticky BHIE T AISHREICEMENREEENY mac TRESMEAS &

A : HEENREELERT mac (R{7F| startup-config i - $4ER

B : fEHREERE T mac {r{7 ] running-config fEH > Tk

C : {EEFEEEN mac ﬁfﬂvlan B - 53R

D : qISRPRLEE R o S b@ﬂﬁﬂﬁ MAC firtik - ER R {7 1T startup-config 1& » $555
E- SRR & RHE B SRR ACE R MAC fizsik - BRI ORFAE running-config £ - $45R
ARREIC B R BB ORTFAE running-config #17 -

QUESTION 147



192.168.24.124 192.168.25.124

Fa0/0 Fa0/1
éﬁf"_|®iﬂ' @m’
jsl=l=!

Switch1# show running-config
|

hostname Switch
[
enable secret 5$1$8v433Wm12DEBKIwUfBECZnFT7/

enable password guess
|

<output omitteds

|

interface Ylan1

ip address 192.168.24 2 255.255 255.0

no ip route-cache
|

ip http server
|

linecon0

line vty 0 4
password Cisco
login

Phal i1z

The network administrator cannot to switch 1 over a telnet session,although the hosts attached to switch 1
can ping the interface Fa0/0 of the router.Given the information in the graphic and assuming that the router
and switch2 are configured properly,which of the following commands should be issued on switch 1 to
correct this problem?

A. Switch1(config)# i nterface fa0 /1
Switch1(config-if)# ip address 192.168.24.3.255.255.255.0
B. Switch1 (config)# interface fa0/1
Switch1 (config-if}# switchport mode trunk
C. Switch 1 (config)# i nterface fa0 /1
Switch1 (config-if)# duplex full
Switch1 (config-if)# speed 100
D. Switch1 (config-if}# default-gateway 192.168.24.1
E. Switch1 (config)# line con 0
Switch1(config-line)# password cisco
Switch1 (config-line)#login

Correct Answer: D
Section: part 3
Explanation

Explanation/Reference:
QUESTION 148

Refer to the exhibit. Which of these statements correctly describes the state of the switch once the boot
process has been completed?



0000 3G %
opo004

000042 %SYSS.CC
000042 %SYS-S-RE

000044 %
000044 %l
000044 %
Q000 44 %
00.0045. %
000045 %
N0 0045 %
00004

As FastEthernet0/12 will be the last to come up, it will not be blocked by STP.

Remote access management of this switch will not be possible without configuration change.
More VLANSs will need to be created for this switch.

The switch will need a different I0S code in order to support VLANs and STP.
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Correct Answer: B
Section: part 3
Explanation

Explanation/Reference:
vlan 1 BFARY/E int vian 1 2 {EEHHE » BEPARYIERZ vian 1 - Z(E vian 2 AR PR -

QUESTION 149

Refer to the exhibit. When running EIGRP, What is required for RouterA to exchange routing updates with

RouterC?

172.16.1.1 192.168.1.1

I-n.——'—-_——'—u-——l

10.1.1.1 10.1.1.2 10.2.2.2 10.2.2.3

router eigrp 100 router eigrp 200 router e1grp 300
network 172.16.0.0 network 10.0.0.0 network 192.168.1.0
network 10.0.0.0 network 10.0.0.0

As numbers must be changed to match on all the routers.

Loopback interface must be configured so a DR is elected.

The no auto-summary command is needed on Router A and Router C.
Router B needs to have two network statements, one for each connected network.

Cow>

Correct Answer: A
Section: part 3
Explanation



CCNA FEEAACH 1000 /\QQtﬁ:

ExplanationJReference:
elg iy AS BFR - ZH—8 Ih SRR AR ADE 25 2 F DI st R 6 W7 TE&H update

QUESTION150

ROUter-=Sh- rllnming comfiig
Building conf 1 gm"afion. ..

curre 11: confi gur;ti on : 659  bytes

Version 12.4

no servfce tf..estampS JH[] datet:ime msec
no serviee lamestamPs QehHu9 rlatet;1'me nSec
Service password-encryp’tion

hosl:name Rout:er

crables Ecr®t: 5 4LE1E Rr =hx5rvt: 7rPNOS s
qbxKX7m0

interface FaSitE'therne1:0j.0
1F addr-ess 192.. JJS(L 1.1 255.255.255.0

1I' ‘access-group 101 fn
dirple = Irt o
tspeed auto

¢ $s-11S1: 101 deny t.cp amr: a

=T eq 22
CCeSS-1'151: 10l1perrnit: fp ally' .aDy

Il-ine con O

password 7 0822455D0A16
logfn
Jine vty 4

login

1bg"n’
line vty 5 14

end

Refer to the exhibit-a ne ¥ 10rk administrator cannot establish atelnet session with the indicated router.VVhat
is the cause of this failu5y?



B. The vty password is missing
C. The console password is missing
D. An ACL is blocking Telnet access

Correct Answer: B
Section: part 3
Explanation

Explanation/Reference:

QUESTION 151

A router has two FastEthernet interfaces and needs to connect to four vlans in the local network.How can
you accomplish this task,using the fewest physical interfaces and without decreasing network
performance?

A. Add two more FastEthernet interfaces.

B. Add a second router to handle the vlan traffic.

C. Use a hub to connect the four vlans with a FastEthernet interface on router.
D. Implement a router-on-a-stick configuration.

Correct Answer: D
Section: part 4
Explanation

Explanation/Reference:
B (E S

QUESTION 152

Users on the 172.17.22.0 network cannot reach the server located on the 172.31.5.0 network.The network
administrator connected to console port,issued the show ip route command,and was able to ping the
server.Based on the output of the show ip route command topology shown in the graphic,what is the cause
of the failure?

Coffeefishow 1p route

Codes: C - conrected, S - static, [ - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRPF, EX - EIGRP external, O - OSFF, 14 - OSPF mter area
Coffee Tea N1 - OSPF NSSa external type 1, N2 - OSPF NSSA external type 2
— = El - OSPF extemal type 1, E2 - OSPF external type 2, E - EGP
1- IS.IS, L1 - IS.IS level-1, L2 - [S.1S level-2, 1a - IS.IS mter area
I + ALEAGEED) I - * - candidate default, U - per-user statyc route, o - ODR
;»»"5'2::% A&? P - penodic downloaded static route
BEE==3 =
172.17.22.0 172.31.5.0 Gateway of last resort 18 1721922 2 to network 0000

C 17217220 is duectly connected, FastEthernet0f0
C 17218 220 15 duectly connected, Serial0/0

IP routing is not enabled

A static route is configured incorrectly

The network has not fully converged

The FastEthernet interface on Coffee is disabled

The routing table on Coffee has not updated

The neighbor relationship table is not correctly updated

mmoow>»

Correct Answer: D
Section: part 4
Explanation



Explanation/Reference:

REESER 172.17.22.0 network R AE#$2 172.31.5.0 network i {EIIRES - {Hi2 coffee EE 25T LA ping 3 - 41
e

ANEEBG IS » IRES AT LUERE D BE - EH FrEHERS T —FREEAIVTHER R H - MR E RIS HEZE
P - FEHHES coffee R AE ping fEkEs » FEECE N — B A FEIVEEIES FHA & KRR =R+ > B
BEAT 5 - BERE R ASERR FHER S 2 — (Bl P B (B HY AR -

QUESTION 153

A network administrator is trying to add a new router into an established OSPF network.The networks
attached to the new router do not appear in the routing tables of the other OSPF routers.Given the
information in the partial configuration shown below,what configuration error is causing this problem?
Router(config)#router ospf 1

Router(config-router)#network 10.0.0.0 255.0.0.0 area 0

The process id is configured improperly

The OSPF area is configured improperly

The network wildcard mask is configured improperly
The network number is configured improperly

The AS is configured improperly

The network subnet mask is configuerd improperly

mmoow>»

Correct Answer: C
Section: part 4
Explanation

Explanation/Reference:
OSPF =R E$E R - icE OSPF [E:Z A S 5 0.255.255.255

QUESTION 154
Which Cisco Catalyst feature automatically disables the port in an operational PortFast upon receipt of a
BPDU?

A. BackboneFast
B. UplinkFast C.
Root Guard D.
BPDU Guard E.
BPDU Filter

Correct Answer: D
Section: part 4
Explanation

Explanation/Reference:

T EURE A AP Y ThRERE B ERBARA (E(E#52 BPDU HELE T PortFast 41 ?

BRI s EEE Y E BPDU Guard JE{ERES: - & R# Ui E| BPDU I - BUDU Guard & H &)y shut down [t
15 > 2% BPDU Guard #Y{EH] - BPDU Guard #1454 PortFast FHEI#E AR | -

QUESTION 155
When you are troubleshooting an ACL issue on a router,which command can help you to verify which
interfaces are affected by the ACL?

show ip access-list
show access-list
list ip interface
show interface
show ip interface

moow>»

Correct Answer: E



Section: part 4
Explanation

Explanation/Reference:

A, show ip access-list 2 R{FEUEHE B

B, Show access-lists 28~ & FifiA ACL IAE

C,2FE#m%

D, show interfaces [int] & &1V EH(E interface 1Y E R G &R ELS GV E - B4H TGk - g

i _./\_
JJ:?];D%‘W Iﬁlﬁgﬁgce [int]#& Bt Hh 25 interface HYEE = ERCE &N - EFES T HERRE - IP ikl - THERRIEES -

HA 1 IP BRI B

QUESTION 156
Host 1 is trying to communicate with Host 2. The e0 interface on Router C is down. Which of the following
are true? (Choose two.)

= B

|-
€

Host 1 Host 2

Router C will use ICMP to inform Host 1 that Host 2 cannot be reached.

Router C will use ICMP to inform Router B that Host 2 cannot be reached.

Router C will use ICMP to inform Host 1, Router A, and Router B that Host 2 cannot be reached.
Router C will send a Destination Unreachable message type.

Router C will send a Router Selection message type.

Router C will send a Source Quench message type.
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Correct Answer: AD
Section: part 4
Explanation

Explanation/Reference:
B RC 17 €0 [1 down » FbL M 1 19ERHE S RC % » RC [ MR —(E icmp K1Y H H3F ol 43R -

QUESTION 157

Cisco Catalyst switches CAT1 and CAT2 have a connection between them using ports FA0/13. An 802.
1Q trunk is configured between the two switches. On CAT1, VLAN 10 is chosen as native, but on CAT2
the native VLAN is not specified.What will happen in this scenario?

A. 802.1Q giants frames could saturate the link.

B. VLAN 10 on CAT1 and VLAN 1 on CAT2 will send untagged frames.
C. A native VLAN mismatch error message will appear.

D. VLAN 10 on CAT1 and VLAN 1 on CAT2 will send tagged frames.

Correct Answer: C
Section: part 4
Explanation

Explanation/Reference:
At CAT NI CAT2 i FO/13 #RBHRE » ACHAR 2 [E B REEHY 802.1q » 1£ VLAN10 HAE VLAN #AHECL
54



T VLAN10,7E CAT2 )@ H+EE
B EHHEZOR WIS I ATE vian 1‘@

QUESTION 158

Refer to the exhibit. A network technician is asked to design a small network with redundancy. The exhibit
represents this design, with all hosts configured in the same VLAN. What conclusions can be made about
this design?

- UW

f%@%@ BLE I %’%%? AT ¢ s S HYE Trunk © Trunk g8

ju |
l Hostsg

Host 1 Host3  Host4  Host6

The design will function as intended

Spanning-tree will need to be used.

The router will not accept the addressing scheme.

The connection between switches should be a trunk.

The router interfaces must be encapsulated with the 802.1Q protocol.
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Correct Answer: C
Section: part 4

Explanation
Explanation/Reference: %250/ 1E FR & H R [E — 4 ERAY (1P AL =0y IP fizhk 2 E RN AW
SPEHEE [ L i E%mgﬁﬁxé%ﬁ L e e R T g

1.2 USRS L SR BT RERE BE 3 HE T T DR

QUESTION 159
Refer to the exhibit. The Bigtime router is unable to authenticate to the Littletime router. What is the cause
of the problem?

Bigtime Littletime
S0/0

> S0/0

Bigtime(config)# username Littletime password lirrlel23 Littletime(config)# username Bigtime password bigl23
gigtime(config)# interface serial0/0 Littletime(config)# interface serial0/0
siatime(confiag-if)# encapsulation ppp Littletime(config-if)# encapsulation ppp
gigtime(config-if)# ppp authentication chap Littletime(config-if)# ppp authentication chap

A. The usernames are incorrectly configured on the two routers.
B. The passwords do not match on the two routers.
C. CHAP authentication cannot be used on a serial interface.



D. The routers cannot be connected from interface S0/0 to interface S0/0.

E. With CHAP authentication, one router must authenticate to another router. The routers cannot be
configured to authenticate to each other.

Correct Answer: B
Section: part 4
Explanation

Explanation/Reference:

ppp {EHEFTEUEEHAC B HIIH. F] P A2 2 w5 44 (H /2 password 22 [T 3 Y password!
QUESTION 160

Refer to the topology and router output shown in the exhibit. A technician is troubleshooting host
connectivity issues on the switches. The hosts in VLANs 10 and 15 on Sw11 are unable to communicate

with hosts in the same VLANs on Sw12. Hosts in the Admin VLAN are able to communicate. The port-to-
VLAN assignments are identical on the two switches. What could be the problem?

¢-£&"’_;"’ e 20
Sw11 N -

Sw11# show vlan brief

VLAN Name Status Pors
1 default active
10 Marketing active  Falsg, Fali7, Fa0sg, Falig

Fa0i10, Fa0i11, Fa0i12, Fa0i13
Fa0i14, Fa0i15

15 Accounting active  Fa0/16, FaDMg, Faosmg, Fadizo
Fa0i21, Fa0i22, FaDi24

20 Admin active Fali1, Fali2, Fali3, Faosd
Falis

1002 fddi-default active

1003 token-ring-default active

1004 fddinet-default active

1005 trnet-default active

Switch#

The Fa0/1 port is not operational on one of the switches.

The Link connecting the switches has not been configured as a trunk.

At lease one port needs to be configured in VLAN 1 for VLANs 10 and 15 to be able to communicate.
Port FastEthernet 0/1 needs to be configured as an access link on both switches.

A router is required for hosts on Sw11 in VLANs 10 and 15 to communicate with hosts in the same
VLAN on Sw12.

moow>

Correct Answer: B
Section: part 4
Explanation

Explanation/Reference:
fa0/1. [t EAE—(E vian R .Fr A7 AR 2 trunk

QUESTION 161
Refer to the exhibit. Give this output for SwitchC, what should the network administrator's next action be?



SwitchC SwitchA

A’-:E’E? fa0/1 Trunk fa0/2 fq?#
// T — T —————
- e
o —_—

SmirchCE shnyw intertrares Talljl
FastEthernet(/1 is up, line protocol is up (connected)
llarcdware is Fast Ethernet, address is 0010.0030.5e03)
MTIT 1SN heres, RBRW INANNN Khir, DLY 1NN user,
relianl 1ty 255/255, txload 14/25%5, rxload 14/25%5
Encapsulat-on ARPA, loopback not set
Keepalive sel (10 seg)
Full-cduplex, lUuuMh/=s, mecdis type 12 1lU/luuBaselX
input flow control i0o off, output flow control i0o unoupportcd
Texl ovmilled
5 minure 1Thpurn rare 3R4NNN hirs/ser, 3448 hankers/sen
£ minute output rate 367000 bite/sec, 338 packets/sec
16970 packets input, 2400010 bvtes, 0 no buffer
Revelived 1244 rvadeasis (0 mwulLicasy)
0 runts, 3 giants, 0 throttles
741 input crrors, 738 CRC, 0O framwc, 0 overrun, 0 ignorcd
0 waLchiduy, 1243 mulilicast, 0 pouse luapul
U anput packets2 with cdraibble condition detected
16420 packets output, 2375034 bytesz, 0 underruns
Text omitted

A. Check the trunk encapsulation mode for SwitchC's fa0/1 port.
B. Check the duplex mode for SwitchC's fa0/1 port.
C. Check the duplex mode for SwitchA's fa0/2 port.
D. Check the trunk encapsulation mode for SwitchA's fa0/2 port.

Correct Answer: C
Section: part 4
Explanation

Explanation/Reference:

R AR O, M AE 2 R R B TR UL B R A R e R R I

QUESTION 162
What will happen if a private IP address is assigned to a public interface connected to an ISP?

Addresses in a private range will be not routed on the Internet backbone.

Only the ISP router will have the capability to access the public network.

The NAT process will be used to translate this address in a valid IP address.

Several automated methods will be necessary on the private network.

A conflict of IP addresses happens, because other public routers can use the same range.

moow»

Correct Answer: A
Section: part 4

Explanation
Explanation/Reference: F.75 {ir - #5 55 Bo £ 8 5325 ISP (/04 i& ) e FRE 2 VS]%&%IE%EEH@TM%
L e L i G B

QUESTION 163
Refer to the exibit .An attempt to deny web access to a subnet blocks all traffic from the subnet.Which
interface command immedicately removes the effect of ACL 1027



ACL102
accesslist 102 deny tep 172211100 0255 any eq &0
accesslist 102 deny ip any any

RouterA#sho ip int

FastEthernet(d 15 up, line profocol 1= up
Internet addressis 192.168.1.144/720
Broadcast address is 255 205 255 255
Address determined by DHCP
FATLL i= 1500 hyte s
Helper address is not set
Lhirected broadcast fomvarding 1s enabled
Clutgoing access list s 102
Inbound access listis not set
Froxy ARF 15 enabled

A. no ip access-group 102 in B.
no ip access-group 102 out C.
no ip access-list 102 in

D. no ip access-class 102 out
E. noip access-class 102 in

Correct Answer: B
Section: part 4
Explanation

Explanation/Reference:
1EiE B ACL 2ip access-group 4 - Ip access-class Z7F VTY JEH Y2 -

QUESTION 164
Which router IOS commands can be used to troubleshoot LAN connectivity problems? (Choose three.)

ping

tracert

ipconfig

show ip route
winipcfg

show interfaces

mmoow>»

Correct Answer: ADF
Section: part 4
Explanation

Explanation/Reference:
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QUESTION 165

A network administrator is troubleshooting the OSPF configuration of routers R1 and R2. The routers
cannot establish an adjacency relationship on their common Ethernet link. The graphic shows the output of
the show ip ospf interface e0 command for routers R1 and R2. Based on the information in the graphic,
what is the cause of this problem?

R1: Ethernet0 is up, line protocol is up
Internet address 192.168.1.2/24, Area D
Process ID 1, Router ID 192.168.31.33, Metwork |ype BROADCAST, Cost: 10
Transmit Delay is 1 sec, State DR, Prianty |
Designated Router {ID) 192.168.31 33 Interface address 192.168.1.2
Mo backup designated router on this netwark
Timer intervals configured, Hello 5, Dead 20, Wait 20, Retransmit 5

R2: Ethernetd i1s up, line protocol is up
Internet address 192.168.1 1/24, Areal
Process ID 2, Router ID 192.168.31.11, Network Type BROADCAST, Cost: 10
Transmit Delay is | sec, state DR, Priarity 1
Designated Router (ID) 192.168.31.11, Interface address 192.168.1.1
No backup designated router on this netwaork
Timer intervals configured, Hello 10, Dead 40, YWait 40, Retransmit 5

The OSPF area is not configured properly.

The priority on R1 should be set higher.

The cost on R1 should be set higher.

The hello and dead timers are not configured properly.

A backup designated router needs to be added to the network.
The OSPF process ID numbers must match.

mmoow>»

Correct Answer: D
Section: part 4
Explanation

Explanation/Reference:

QUESTION 166
In which circumstance are multiple copies of the same unicast frame likely to be transmitted in a switched
LAN?

A. after broken links are re-established

B. in an improperly implemented redundant topology
C. when upper-layer protocols require high reliability
D. during high traffic periods

E. when a dual ring topology is in use

Correct Answer: B
Section: part 4
Explanation

Expl tion/Ref IR AT
R e A bl L | AR

BIaET A N E®EIYUES - IEHE
C hEWEEESREE
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QUESTION 167

VLAN 3 is not yet configured on your switch.What happens if you set the switchport access vian 3
commmand interface configuration mode?

The command is accepted and the respective VLAN is added to vlan dat.
The command is rejected.

The command is accepted and you must configure the VLAN manually.
The port turns amber.

©Oow>»

Correct Answer: A
Section: part 4
Explanation

Explanation/Reference:
1 PT FIEASEREE N [0l S EE1EE vian o DIEE RIS Hesay 10S it 5 -

QUESTION 168

A network administrator is troubleshooing an EIGRP problem on a router and needs to confirm the IP
addresses of the devices with which the router has established adjacency. The retransmit interval and the
queue counts for the adjacent routers also need to be checked. What command will display the required
information?

Router# show ip eigrp adjacency
Router# show ip eigrp topology
Router# show ip eigrp interfaces

©Cow>

Router# show ip eigrp neighbors

Correct Answer: D
Section: part 4
Explanation

Explanation/Reference:
MY, 7 SRR IR LR T T AN HE A (5 I EL R R AT 209 2 8, T M A show ip eigrp neighbors HEAE & E15Z]
T

QUESTION 169
Refer to the graphic. R1 is unable to establish an OSPF neighbor relationship with R3. What are possible
reasons for this problem? (Choose two.)

OSPF Area0

i il il

A. All of the routers need to be configured for backbone Area 1.
B. R1 and R2 are the DR and BDR, so OSPF will not establish neighbor adjacency with R3.
C. A static route has been configured from R1 to R3 and prevents the neighbor adjacency from being



established.
D. The hello and dead interval timers are not set to the same values on R1 and R3.
E. EIGRP is also configured on these routers with a lower administrative distance. F.
R1 and R3 are configured in different areas.

Correct Answer: DF
Section: part 4
Explanation

Explanation/Reference: 2% OSPF A= Pk 4 (HP 2 © 1@ ID >
hello 5[ - G8EG - 50 A ﬁﬁﬁﬁ@ﬁ%ﬁ%ﬁ%ﬁﬂ%ﬁ@bﬁ 1,505 B
R1/R2 /= DR/BDR - FirLL OSPF {E% 3EIImbER R, C  FICE
Tﬁ FRERS R T ABERYEETL > 855 o D ¢ hello BLEHIR—E > 1E

E: flE T EIGRP - gz
F:R1HIRIFLETAEMES - EFE -

QUESTION 170
Refer to the exhibit. The network shown in the diagram is experiencing connectivity problems. Which of the
following will correct the problems? (Choose two.)

“VLANT ™ Host A

Address - 10.1.1.126
Mask - 255.255.255.0
Gateway — 10.1.1.254

Interface VLAN1
10.1.1.1,24

L "Sop 4T

Fa0/0.1 - 10.1.1.254/24 VLAN1
Fa0/0.2 - 10.1.2.254/24 VLAN2

Mask - 255.255.255.0

Host B
> Address - 10.1.1.12
Gateway - 10.1.1.254

Configure the gateway on Host A as 10.1.1.1.

Configure the gateway on Host B as 10.1.2.254.

Configure the IP address of Host A as 10.1.2.2.

Configure the IP address of Host B as 10.1.2.2.

Configure the masks on both hosts to be 255.255.255.224.
Configure the masks on both hosts to be 255.255.255.240.
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Correct Answer: BD
Section: part 4
Explanation

Explanation/Reference

4 VLSM - BERIEH 1P FRAEE —(E 748 - B 7o IP RyiE(E vian o EREHIRTE

QUESTION 171

Refer to the exhibit.A problem with network connectivity has been observed.It is suspected that the cable
connected to switch port Fa0/9 on Switch 1 disconnected.What would be an effect of tis cable being
disconnected?



A. Host B would not be able to access the server in VLAN9 until the cable is reconnected

B. For less than a minute ,Host B would not be able to access the server in VLAN9.Then normal network
function would resume.

C. Communication between VLANS3 and the other VLANs would be disabled
D. The transfer of files from Host B to the server in VLAN9 would be significantly slower.

Correct Answer: B
Section: part 4
Explanation

Explanation/Reference:

fiE PSS HARS A IR - A — IR G N ZERRE - & FO/9 down 2 1% » STP Bt R - 1R 5% 2 Al VLAN3
NEESI VLANO » IR (2 RIG 1F

D 2§ hostB it VLAN 9 Hhffy server €818 - R[5 vian 7 [fY (S 75 22 M R EE 3 - WA 2 switch1 B ##
L0

45 switch3 » AT LUS #F IR R &8 -

QUESTION 172
Refer to the exhibit.HostA cannot ping HostB.Assuming routing is properly configured,what could be the
cause of this problem?

192.168.1.62.27 192.168.1.65.27
.. _So00 SO0

ROWCrA

Roters

Fa0.0: Fa00:
19216813327 192.168,1.97727
Switch IP: ;""""

<l Switch IP:
1921680342 NN 192.168.1.9827

g 2 : 4 ' 4 P, g na ’
HostA HostB
. 192.168.1.5877 1P 192.168.1.11127
Gateway: 192.168.1.33 Gateway: 192 168.1.97

A. HostA is not on the same subnet as its default gateway

B. The address of SwitchA is a subnet address

C. The Fa0/0 interface on RouterA is on a subnet that cannot be used
D. The serial interfaces of the routers are not on the same subnet



E. The Fa0/0 interface on RouterB is using a broadcast address

Correct Answer: D
Section: part 4
Explanation

Explanation/Reference:

QUESTION 173
Which port state is introduced by Rapid-PVST?

learning
listening
discarding
forwarding

©Cow>

Correct Answer: C
Section: part 4
Explanation

Explanation/Reference:
Rpvst $rig | —ff iR /G @ ----discarding

QUESTION 174
Refer to the exhibit. The two connected ports on the switch are not turning orange or green. What would be
the most effective steps to troubleshoot this physical layer problem? (Choose three.)

Ensure that the Ethernet encapsulations match on the interconnected router and switch ports.
Ensure that cables A and B are straight-through cables.

Ensure cable A is plugged into a trunk port.

Ensure the switch has power.

Reboot all of the devices.

Reseat all cables.

mmoow>»

Correct Answer: BDF
Section: part 4
Explanation

Explanation/Reference:
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QUESTION 175
Refer to the exhibit. A network administrator attempts to ping Host2 from Host1 and receives the result that
are shown. What is a possible problem?

10.1.0.10 /30

1011124 S-S0 L 10.1.2.1 /24 |
Fa0/0 —
=
Host2
10.1.2.9 /24

Router!

10.1.0.9 /30 Router2

C:\> ping 10.1.2.9

“ 1 Pinging 10.1.2.9 with 32 bytes of data:
= Reply from 10.1.1.1: Destination host unreachable
Host1 Reply from 10,1.1.1: pestination host unreachable
10.1.1.16 /24 Reply from 10.1.1.1: Destination host unreachable
o Reply from 10.1.1.1: pestination host unreachable

Ping statistics for 10.1.2.9 :
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

The link between Host1 and Switch1 is down.
TCP/IP is not functioning on Host1.

The link between Router1 and Router2 is down.
The default gateway on Host1 is incorrect.
Interface Fa0/0 on Router1 is shudown.

The link between Switch1 and Router1 is down.

mmo o w>»

Correct Answer: C
Section: part 4
Explanation

Explanation/Reference:
10.1.1.1 [SIFEAYR AT 2 S0 P AR A o] DUHTE AR F2 10.1.1.1 212 g A ik 5 stE 10.1.1.1 2%
FASRE IR i AR SR

QUESTION 176
Refer to the exhibit. Host in network 192.168.2.0 are unable to reach hosts in network 192.168.3.0. Based
on the output from RouterA, what are two possible reasons for the failure? (Choose two.)

192.168.2.024 192.168.3.024

RouterAz show ip interface brief

Interface IPAddress  OK? Method Status Protacol
FastEthemet)0 192.168.2.1 YES manual up up
Seriald0 192.168.1.5  YES manual up down

Serial0/1 unassigned  YES manual administratively down down




The cable that is connected to S0/0 on RouterA is faulty.

Interface S0/0 on RouterB is administratively down.

Interface S0/0 on RouterA is configured with an incorrect subnet mask.

The IP address that is configured on S0/0 of RouterB, is not in the correct subnet.
Interface S0/0 on RouterA is not receiving a clock signal from the CSU/DSU.

The encapsulation that is configured on S0/0 of RotuerB does not match the encapsulation that is
configured on SO/0 of RouterA.
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Correct Answer: EF
Section: part 4
Explanation

lanation/Reference: EE!IT?Q%D RA 71 RB Z B E T down fREE - —
ﬁx%ﬂ%ﬁ&%ﬂ‘%‘??ﬁaﬁ A %éﬂa %aubl %E%@'% up f9J
B I down - 2 o C: THERCE N ILiE ﬁa
Db% UIKE’?E”EHK% - D: Rgﬁﬁ ip BCE $& 5%
CRAGERBZ RIS > IERE - F @&
KU_EPBE Eﬁﬁ

QUESTION 177
Refer to the exhibit. An administrator pings the default gateway at 10.10.10.1 and sees the output as
shown. At which OSI layer is the problem?

Z1J:\—H>
HDJFF
:mk

C:\»> ping 10.10.10.1

Pinging 10.10.10.1 with 32 bytes of data:

Request timed out.

Request timed out.

Request timed out.

Request timed out.

PwnE ;tatwst1‘s for 10.10.10. 1

Packet sent = 4, Received = 0, Lost = 4 (100% loss)

A. data link layer
B. application layer
C. access layer
D. session layer
E. network layer

Correct Answer: E
Section: part 4
Explanation

Explanation/Reference:

WTNE - —EH S ping FHExFHESHIA T > A AR/ OSI - ?

QUESTION 178
Which statement is correct regarding the operation of DHCP?

A DHCP client uses a ping to detect address conflicts.
A DHCP server uses a gratuitous ARP to detect DHCP clients.
A DHCP client uses a gratuitous ARP to detect a DHCP server.

If an address conflict is detected, the address is removed from the pool and an administrator must
resolve the conflict.

©Oow>



E. If an address conflict is detected, the address removed from the pool for an amount of time
configurable by the administrator.

F. If an address conflict is detected, the address is removed from the pool and will not be reused until
server is rebooted.

Correct Answer: D
Section: part 4
Explanation

Explanation/Reference: & F FHEI P frhkasS% Fiat
G LS P e S N

QUESTION 179

Refer to the exhibit.Statements A,B,C,and D of ACL 10 have been entered in the shown order and app;ied
to interface EO inbound,to prevent all hosts(except those whose addresses are the first and last IP of
subnet 172.21.1.128/28) from accessing the network.But as is,the ACL dose not restrict anyone from the
network.How can the ACL statements be re-arranged so that the system works as intended?

mEm
)

HCP i B %] 1 dif &7
5%@5%

Rl

ACL 10

otatements are wrtten in this order:
A, permit any

B. deny 172211.1280.00.15
Coopermit 1722111290000

O, perrmit 172211142 0.0.0.0

A. CDBA
B. DBAC
C. ACDB
D. BADC

Correct Answer: A
Section: part 4
Explanation

Ex Ianatloaneference SHEEH RV RN & E —TE2d
l%%&ﬁﬁ%%%%@%bawmn%wyo- %
%E?K”ﬁ TiAersh a) - SR B F 5 -

QUESTION 180
The output of the show frame-relay pvc command shows "PVC STATUS=INACTIVE". What does this
mean?

A. The PVC is configured correctly and is operating normally, but no data packets have been detected for
more than five minutes.

B. The PVC is configured correctly, is operating normally, and is no longer actively seeking the address
the remote route.

C. The PVC is configured correctly, is operating normally, and is waiting for interesting to trigger a call to



the remote router.

D. The PVC is configured correctly on the local switch, but there is a problem on the remote end of the
PVC.

E. The PVC is not configured on the switch.

Correct Answer: D
Section: part 4
Explanation

Explanation/Reference:
g&ffb inactive HY&E.55EH pve J2 ALK A AT A Ml e B A — 2 B s nn iR A 2 A B

QUESTION 181
which command is used to enable CHAP authentication whit PAP as the fallback method on a serial
interface?

A. (config-if)#authentication ppp chap fallback ppp
B. (config-if)#authentication ppp chap pap

C. (config-if#ppp authentication chap pap

D. (config-if)#ppp authentication chap fallback ppp
Correct Answer: C

Section: part 4
Explanation

Explanation/Reference:

HKRHEA chap 38058 © pap sUEE1E Bl
F

QUESTION 182
Which protocol is an open standard protocol framework that is commonly used in VPNs,to provid secure
end-to-end communication?

A. L2TP
B. IPsec
C. PPTP
D. RSA

Correct Answer: B
Section: part 4
Explanation

Explanation/Reference:
QUESTION 183
At which layer of the OSI model dose PPP perform?

Layer 3
Layer 4
Layer 2
Layer 5

oo w

Correct Answer: C
Section: part 4
Explanation

Explanation/Reference:



QUESTION 184

The command frame-relay map ip 10.121.16.8 102 broadcast was entered on the router.Which
of the following statement is true concering this command?

The broadcast option allows packets,such as RIP updates,to be forwarded access the PVC.
The command shoud be executed from the goble configuration mode.

102 is he remote DLCI that will recive the information.

The ip address 10.121.16.8 is the local router port used to forward date.

This command is required for all Frame Rely configurations

moow»

Correct Answer: A
Section: part 4
Explanation

Explanation/Reference: FEA% it [ E % ZF 646 50 B IMAElBs, o ROk R AR bioN 1 - DLl
SRR S broadoast B A A FHTE " 1ETE RIP g ait PUG gt T R AP

QUESTION 185
Which two options are valid WAN connectivity methods? (Choose two.)

A. PPP B.
WAP C.
DSL

D. Ethernet
E. L2TPv3

Correct Answer: AC
Section: part 4
Explanation

Explanation/Reference: I {2
T N e T 5

QUESTION 186
Which layer 2 protocol encapsulation type supports synchronous and asynchronous circuis and has built-in
security mechanisms?

H
e
AN
G
B
i
S
o
R

GBS IR Tk ? IR R TR
EA%0H2% - ATM ~ DSL %

Frame Relay
HDLC

x.25

PPP

ooy

Correct Answer: D
Section: part 4
Explanation

IS

fp e B A S PR R AR

Explanation/Reference: Ijf—{[& — &
. PPP

[F] 20 BRI AL P R 2 i) 7 SR

QUESTION 187
Which encapsulation type is a Frame Relay encapsulation type that is supported by Cisco routers?

A. IETF
B. HDLC
C. Q9333-A Annex A



D. ANSI Annex D

Correct Answer: A
Section: part 4
Explanation

Explanation/Reference:

A. Cisco ¥ #% Frame-Relay #2542 Cisco & IETF
B. HDLC -> Cisco 7Hz% point to point £}

C & D -> &Frame-Relay Imi-type

QUESTION 188
Router A is unable to reach Router B.Both routers are running ios version 12.0.After reviewing the
command output and graphic,what is the most likely cause of the problem?

RouterA# show running-config

«some oulput text omitteds — (] 100“1‘-"‘"'—_”.! ‘. —_""’:‘. DLCI 200

interface serial0/

bandwidth 64

ip address 172 16.100 2 255.255.255.0
encapsulation frame-relay

frame-relay map ip 172.16.100.1 200 broadcast

e L RouterB

incorrect bandwidth configuration
incorrect LMI configuration
incorrect map statement
incorrect IP address

Cow>

Correct Answer: C
Section: part 4
Explanation

Explanation/Reference:
frame-relay map ip 172.16.100.1 200 broadcast iz ([ <l & 5525 DLCI YEfEZ 2411 100

QUESTION 189

Refer to the exhibit. What is the meaning of the term dynamic as displayed in the output of the show
frame-relay map command shown?

h‘l# show frame-relay map
Serial0io (up): ip 172.16.3 1 dia 100 {Ox64, 0x1840}, dynamic
liroadcgt_, . status defmed‘,écp\fe

The Serial0/0 interface is passing traffic.

The DLCI 100 was dynamically allocated by the router

The Serial0/0 interface acquired the IP address of 172.16.3.1 from a DHCP server

The DLCI 100 will be dynamically changed as required to adapt to changes in the Frame Relay cloud

The mapping between DLCI 100 and the end station IP address 172.16.3.1 was learned through
Inverse ARP

moow>

Correct Answer: E
Section: part 4
Explanation



Explanation/Reference:

QUESTION 190

A network administrator needs to configure a serial link between the main office and a remote location.The
router at the remote office is a non-cisco router. How should the network administrator configure the serial
interface of the main office router to make the connection?

A. Main(config)#interface serial 0/0
Main(config-if}#ip address 172.16.1.1 255.255.255.252
Main(config-if}#no shut

B. Main(config)#interface serial 0/0
Main(config-if}#ip address 172.16.1.1 255.255.255.252
Main(config-if}#encapsulation ietf
Main(config-if)#no shut

C. Main(config)#interface serial 0/0
Main(config-if}#ip address 172.16.1.1 255.255.255.252
Main(config-if)j#encapsulation frame-relay
Main(config-if}#authenication chap
Main(config-if)#no shut

D. Main(config)#interface serial 0/0
Main(config-if}#ip address 172.16.1.1 255.255.255.252
Main(config-if)j#encapsulation ppp
Main(config-if}#no shut

Correct Answer: D
Section: part 4
Explanation

Explanation/Reference:

remote office i FIIEERIEEHEE > Rl main office 2 ERHEEHES -
HDLC 72 Cisco PR ESfE[E 20 B2 5I4REE Y TEEREH L = o &EMgrEnY HDLC &2 H A -

PPP ﬁHEAﬁFH*$§U (#5%) SUEE 31 (isdn) 71T o PPP HYREA PR fF B0k L e R 5 RE GRS -4
B 3 Et - T M - s R E AR RAYES s A Ele Gisco (1] - ﬂLXfF?‘?M\EJ:PEE
B PPP £ o FpHIl9 R ES e E0 C & PPP A e L1F -

HEARHEA A W TR Y -——-Cisco F1 IETF.ERIETF-Bhm A IETF » R RIBAEIEAEZE Cisco » 415 FMEAL A iE 1%
— %

Cisco g ffg Al —{RIE Cisco 3 » BLEESE IETF BfESHAL - ap o8z

Router(config)#int s0/0/0

Router(config-if#encapsulation ?

frame-relay Frame Relay networks

hdlc Serial HDLC synchronous

ppp Point-to-Point protocol

Router(config-if)j#fencapsulation frame-relay ?

ietf Use RFC1490/RFC2427 encapsulation

<cr>
FILHIET5ETE B F1 C » S AR A IEHE ©
MRE BRES HEs A — G IEERpS HH aS i SR 51 —ifE R - WMHARCE PPP 855 —MEE 480775 &

TE*% R BB HDLC REE T.0E -

QUESTION 191
Which are three reasons that an organization with multiple branch offices and roaming users might
implement a Cisco VPN solution instead of point-to-point WAN links?(choose three)

A. reduced cost
B. better throughput
C. increased security



D. scalability
E. reduced latency
F. broadband incompatibility

Correct Answer: ACD
Section: part 4
Explanation

Explanatioaneference
ZZ= : ACD. VPN ;*tijz}_ﬁa; “Virtual Private Network” » %]]ELZKEJEE' ‘R AR AR” - vpn #EE
E{I/\ﬁﬁéﬁﬂ (CHEE 2R ) B —EmEEY ~ Z2eiEs > 2—GFR /tbF%LE’J/\ﬁHZFEIME’ﬂt
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QUESTION 192
What two statistics appear in show frame-relay map output?(choose two)

The number of FECN packets that are received by the router
The number of BECN packets that are received by the router.
The ip address of the local router

The value of the local DLCI

The status of the PVC that is configured on the router

moow>

Correct Answer: DE
Section: part 4
Explanation

Explanation/Reference:

QUESTION 193

Users have been complaining that their Frame Relay connection to the corporate site is very slow. The
network administrator suspects that the link is overloaded. Based on the partial output of the Router#

show frame relay pve command shown in the graphic, which output value indicates to the local router

that traffic sent to the corporate site is experiencing congestion?



PYC Statistics for interface Seriald (Frame Relay DTE)

Active Inactive  Deleted Static

Local 1 0 0 ]
Switched 0 0 0 0
Unused 0 0 ] 0

DLCI =100, DLCI USAGE = LOCAL, PVC STATUS = ACTIVE, INTERFACE =

Seriall
input pkts 1300 output pkts 1270 in bytes 22121000
out bytes 21802000 dropped pkts 4 in FECN pkts 147
in BECN pkts 192 out FECH pkts 259 out BECN pkts 214
in DE pkts 0 out DE pkis 0

out beast pkts 107 out hoast bytes 19722
pve create time 00:25:50, last time pyve status changed 00:25:40

DLCI =100

last time PVC status changed 00:25:40
in BECN packets 192

in FECN packets 147

in DE packets 0

moow>

Correct Answer: C
Section: part 4
Explanation

3 @%@ I A kﬂ%ﬁ%ﬁéé’ﬁ%ﬁ?c BCKE T b S 1 Pk B » FECN 71 BECN I LLg:

RETER S EE R Tl - AT BT Rt FECN B S BT

I e BT 8 - A o R BRI sk BECN T S0t setha TSGR e s
VAT

QUESTION 194
which command allows you to verify the encapsulation type (CISCO OR IETF) for a frame relay link?

A. show frame-relay map
B. show frame-relay Imi C.
show inter serial

D. show frame-relay pvc

Correct Answer: A
Section: part 4
Explanation

Explanation/Reference
HEZRRE A T 4 Wi fE cisco H ietf - BAEEZE cisco -

QUESTION 195
It has become necessary to configure an existing serial interface to accept a second Frame Relay virtual
circuit. Which of the following processes are required to accomplish this task?(choose three)

A. configure static frame relay map entries for each subinterface network.
B. remove the ip address from the physical interface



create the virtual interfaces with the interface command

configure each subinterface with its own IP address

disable split horizon to prevent routing loops between the subinterface networks
encapsulate the physical interface with multipoint PPP

nmmoo

Correct Answer: BCD
Section: part 4
Explanation

Explanation/Reference:

BFA — PREA A TR TS — PRIEZ I, - FREAIEE 7 » (E ARG 20,

A BE¥E 2 RERR S frame-relay map - 72 #UZHC B HVRIERAE AL - N FRZEf map
E BUH/KEE D EIAZ Ry 117 (38 HERES

F 285 PPP £ LY 3 IR 6

QUESTION 196
What occurs on a Frame Relay network when the CIR is exceeded?

All TCP traffic is marked discard eligible.

All UDP traffic is marked discard eligible and a BECN is sent.
All TCP traffic is marked discard eligible and a BECN is sent.
All traffic exceeding the CIR is marked discard eligible.

©Cow>

Correct Answer: D
Section: part 4
Explanation

Explanation/Reference: z.';qu B2 a o~ CIR AT 32 (1B 2 BESY AT © S A
% o Za il ’ E S 2 SRIE
i%ﬁBmﬁ Afé_%%ﬁo

D : FrAB@rR B EE -

QUESTION 197
Which two statements about using the CHAP authentication mechanism in a PPP link are true?(choose
two)

CHAP uses a two-way handshake

CHAP authentication periodically occurs after link establishment
CHAP has no protection from playback attacks

CHAP authentication is performed only upon link establishment
CHAP uses a three-way handshake

CHAP authentication passwords are sent in plaintext
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Correct Answer: BE
Section: part 4
Explanation
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QUESTION 198
Refer to the exhibit. Which statement describes DLCI 17?

DLCI 16 '  DLCIIT

DLCI 99 ,’ DLCI28

=i &S

A. DLCI 17 describes the ISDN circuit between R2 and R3.

B. DLCI 17 describes a PVC on R2. It cannot be used on R3 or R1.

C. DLCI 17 is the Layer 2 address used by R2 to describe a PVC to R3.

D. DLCI 17 describes the dial-up circuit from R2 and R3 to the service provider.

Correct Answer: C
Section: part 4
Explanation

Explanation/Reference:
DLCI %ﬁ%g{:ﬁiiﬂ: 5 %D mac iﬁ'
120

QUESTION 199
What is the result of issuing the frame-relay map ip 192.168.1.2 202 broadcast command?

defines the source IP address that is used in all broadcast packets on DLCI 202
defines the DLCI that is used for all packets that are sent to the 192.168.1.2 IP address
defines the destination IP address that is used in all broadcast packets on DLCI 202
defines the DLCI on which packets from the 192.168.1.2 IP address are received
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Correct Answer: B
Section: part 4
Explanation

Explanation/Reference:
B HES - HIR frame-relay map ip 192.168.1.2 202 broadcast 4% 2 (/& ?
broadcast 7 £ %, ot A 5 BB BH (.

ﬁ]ﬁﬁiﬁ
A B R Ip HHE--BEAAARES o o o o o
B M- S E A 85 E] 192.168.1.2 1y IP (i H-E9ZORME[EFIY DLCI - - - B3
Y °
E C Féféi B - EF T HEL P firdlk - BREMANERERE AR DLCI 202 - - - o HEFR
pia:|
D - EHOERE P RaEfE 192.168.1.2 ULEIH DLCI = = = = = = = = o o o R
e o
%ﬁ%%ﬂzframe—relay map ip 192.168.1.2 202 broadcast FY{FH - [fij-f/& broadcast FY{ER] - AT LLEE C &

QUESTION 200
Which PPP subprotocol negotiates authentication options?

A.NCP B.
LCP C.
ISDN



D. DLCI
E. SLIP

Correct Answer: B
Section: part 4
Explanation

Explanation/Reference:
PPP Ui —{E sk e Sy s iesg - LCP

QUESTION 201
What are two characteristics of Frame Relay point-to-point subinterfaces? (Choose two.)

They create split-horizon issues.

They require a unique subnet within a routing domain.
They emulate leased lines.

They are ideal for full-mesh topologies.

They require the use of NBMA options when using OSPF.
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Correct Answer: BC
Section: part 5
Explanation

Ex Ianatloaneference IE}.EE*;@

HORSEE 2 A K E] - §8520 0 B¢ ~
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QUESTION 202
Which command can be used to verify the DLCI destination address in a Frame Relay static configuration?

E

A. show frame-relay end-to-end
B. show frame-relay map

C. show frame-relay Imi D.
show frame-relay pvc

Correct Answer: B
Section: part 5
Explanation

Explanation/Reference:

QUESTION 203
What is the purpose of the inverse ARP?

to map a known DLCI to an IP address

to map a known IP address to a MAC address
to map known SPID to a MACaddress

to map a known DLCI to a MAC address

to map a known IP address to a SPID.

moowy



F. to map a known MAC address to an IP address

Correct Answer: A
Section: part 5
Explanation

Explanation/Reference:
TEHEZR A SRS | inverse ARP 2 DLCI SEf#Af B 1P Sk

QUESTION 204
Two routers named Atlanta and Brevard are connected via their serial interfaces as illustrated, but they are
unable to communicate. The Atlanta router is known to have the correct configuration.

Atlanta Brevard

Atlanta#sh int s0 Brevard#sh int s1

neriall is up, line protocol is down meriall is up, line protocol is down
Hardware is HD64570 Hardware is HDG4570
Internet address is 192.168.10.1:24 Internet address is 192.168.10.224
MTU 1500 hytes, BW 1544 Kbit, MTU 1500 bytes, BW 1544 Khit,

reliahility 255/255 reliahility 2557255,
Encapsulation HDLC, loophack not set Encapsulation PPP, loophack not set
Eeepalive set (10 sec) Eeepalive set (10 sec)
LCP Listen

Closed: IPCP, CDP CP

Given the partial configurations, identify the fault on the Brevard router that is causing the lack of
connectivity.

incompatible IP address
insufficient bandwidth
incorrect subnet mask
incompatible encapsulation
link reliability too low

IPCP closed
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Correct Answer: D
Section: part 5
Explanation

Explanation/Reference:
W& g% FH es R BT A A — 20 - —{E 2 HDLC » —{li/Z PPP

QUESTION 205
Refer to the exhibit. The company uses EIGRP as the routing protocol. What path will packets take from a
host on 192.168.10.192/26 network to a host on the LAN attached to router R1?



102168106426

I 192168108730

102168100730

10216810128 26

R32show  route
Gateway of lastresort1s rof set
192 168.10.0/24 15 vanably sutmated 6 subnets, 2 masks
) 1921681064726 [90:2195456) wa 192 168.10.9, 00:03:31, Senall/D
192.168.10.0/30 [90/2681856] wia 192.168.10.9, 00:03:31, Senal(v
192 168.10.4/30 15 durectly cormected, Senal /1
192 168.10.8/30 15 directly cormected, Senal 00
192 168.10.192/26 15 drectly cornected, FastFthemetlD
D 192.168.10.128/726[90/2195456] wa 192 168 10.5, 000331, Senal 0]

Lo |

23

<2

The path of the packets will be R3 to R2 to R1.

The path of the packets will be R3 to R1 to R2.

The path of the packets will be both R3 to R2 to R1 and R3 to R1.
The path of the packets will be R3 to R1
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Correct Answer: D
Section: part 5
Explanation

Explanation/Reference: i : %4 EIGRP AYES{REESE - 1 R3 N4EZ]
R R i | T i Ry BRI

QUESTION 206
How does using the service password encryption command on a router provide additional security?

by encrypting all passwords passing through the router

by encrypting passwords in the plain text configuration file

by requiring entry of encrypted passwords for access to the device

by configuring an MD5 encrypted key to be used by routing protocols to validate routing exchanges
by automatically suggesting encrypted passwords for use in configuring the router
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Correct Answer: B
Section: part 5

Explanation
Explanation/Reference: & FlisGai 1% > FrEATIEHE
Lol MR

LURCEREWSEGINE - AP

i At
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B B0 i b R e - 48
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QUESTION 207

Refer to the exhibit. Switch port FastEthernet 0/24 on AlSwitch1 will be used to create an IEEE 802.1Q-
complaint trunk to another switch. Based on the output shown, What is the reason the trunk does not form,
even thought the proper cabling has been attached?

ALSwitch1# show imterfaces fastethernet024 switchport
Name: Fa0i2

Switt hportEnabled

Adminisiratve Mode: sialic access

Operational Mode: stalic access

Adm mcf:atna Trunking Encapsuladon: dotig
Operafonal Trunking Encapsulation: nate
Negodiadon of Trunking: Off

Arcess Made VLAN 1 (defaulf)

Trunking Natrye Mode VLAN: 1 {defauld)

Yoice WLAN: none

Adminisiratrve prrvate-vian host-associabon: none
Adminisirative pivate-vian mapping: none
Operational privaie-ian none

Truriking YLANS Enabied ALL

Pruming VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANS Allowed ALL

Protected false

Yoice WLAN: none (nachive)
Appliance tust none

VLANSs have not been created yet.

An IP address must be configured for the port.

The port is currently configured for access mode.

The correct encapsulation type has not been configured.

The no shutdown command has not been entered for the port.
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Correct Answer: C
Section: part 5
Explanation

Explanation/Reference: & 141

Nl )%access B - A:vlan g
HelE » gEaR *{I IPﬁZiJJ:%E@BE
Eg% ’ é%a;% IBEHIFZ Y access
i%r BT i AlLE EEEEI’J#]‘ 4L
%Eﬁ’%ﬁ;&'o I@/ ‘A no
shutdown » $:5

QUESTION 208
Refer to the exhibit. In the Frame Relay network, which ip address would be assigned to the interfaces with
point-to-poin PVCs?



DLCI17

DLC128

Rz

A. DLCI 16:192.168.10.1/24
DLCI 17:192.168.10.2/24
DLCI 99:192.168.10.3/24
DLCI 28:192.168.10.4/24

B. DLCI 16:192.168.10.1/24
DLCI 17:192.168.11.1/24
DLCI 99:192.168.10.2/24
DLCI 28:192.168.11.2/24

C. DLCI 16:192.168.10.1/24
DLCI 17:192.168.11.1/24
DLCI 99:192.168.12.1/24
DLCI 28:192.168.13.1/24

D. DLCI 16:192.168.10.1/24
DLCI 17:192.168.10.1/24
DLCI 99:192.168.10.2/24
DLCI 28:192.168.10.3/24

Correct Answer: B
Section: part 5
Explanation

Explanation/Reference:

FE SIS Ry BT RE - R2 Ry v/ BRI SRS 25— (4 B

QUESTION 209
Refer to the exhibit.A new subnet with 60 hosts has been added to the network.Which subnet address
should this network use to provide enough usable addresses while wasting the fewest addresses?



192.168.1.0127 192.168.1.32128  192.168.1.48i28 60 hosts

192.168.1.56/27
192.168.1.64/26
192.168.1.64/27
192.168.1.56/26
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Correct Answer: B
Section: part 5
Explanation

Explanation/Reference:

8 | [ o A R Y A B

QUESTION 210
Refer to the exhibit. All of the routers in the network are configured with the ip subnet-zero command.
Which network addresses should be used for Link A and Network A? (Choose two.)

Network A
120 Hosts

172.16.3.32127 172.16.3.64/27 172.16.3.96/27

Network A - 172.16.3.48/26
Network A - 172.16.3.128/25
Network A - 172.16.3.192/26
Link A -172.16.3.0/30

Link A - 172.16.3.40/30

Link A-172.16.3.112/30
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Correct Answer: BD
Section: part 5
Explanation



Explanation/Reference:

@EET ip subnet-zero » A DL{ 4 0 48E% -
DEERR O 120 M ERUTE DR T AT -

B Eh‘%é FH&firoT 32-25=7

C: gfas » EWALIT/DIN 7 firot

D : IEHE - RA{#HH T ip subnet-zero -

E:$830 > HS(F 172.16.3.32/27 g%

F:8Es0 > fIHA(E 172.16.3.96/27 4EELH -

QUESTION 211

A router has learned three possible routes that could be used to reach a destination network. One route is
from EIGRP and has a composite metric of 20514560. Another route is from OSPF with a metric of 782.
The last is from RIPv2 and has a metric of 4. Which route or routes will the router install in the routing table?

the OSPF route

the EIGRP route

the RIPv2 route

all three routes

the OSPF and RIPv2 routes
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Correct Answer: B
Section: part 5
Explanation

Explanation/Reference: Z&f : =2 # g dhfie HAE AR HHZRAYIF Al © MEE%EEI?Y HEA - BEE—HBIZ%
RRERH > Jebbsr AD {H - AD {H/NEEIL AD{ZLE— EHIEE#EE metric {H

AD 1§ :

EIGRP 90

OSPF 110

RIP 120

QUESTION 212

A network administrator needs to allow only one Telnet connection to a router. For anyone viewing the
confguration and issuing the show run command, the password for Telnet access should be encrypted.
Which set of commands will accomplish this task?

A. service password-encryption
access-list 1 permit 192.168.1.0 0.0.0.255
line vty 0 4
login
password cisco
access-class 1

B. enable password secret
line vty O
login
password cisco
C. service password-encryption
line vty 1
login
password cisco
D. service password-encryption
line vty 0 4
login
password cisco

Correct Answer: C
Section: part 5
Explanation



Explanation/Reference:
HIEEINZ N 64 Fy service password-encyption i H 223K HAEH — (& A B I pE th 25 AR P sk FE RL
— & vty &Rp&. A% 5% B password i HFC & login 5t OK

QUESTION 213

Refer to the exhibit. The speed of all serial links is E1 and the speed of the all Ethernet links is 100Mb/s.A
static route will be established on the Manchester router to the direct traffic toward the internet over the
most direct path available.What configuration on the Manchester router will establish a router toward the
internet for traffic that originates from workstation on the Manchester LAN?

Internet /
T Manchester LAN
e |
London BN | ; R2
P &? 10.1.1.1/30 10.1.1.2:30 & T2 172.16.100.1:24 -
-_———— Yaoe? 172.16.100.2:24 |
R1 Manchester 128.107.1.1/30
128.107.1.1.30
F. R
Internet

ip route 0.0.0.0 255.255.255.0 172.16.100.2

ip route 0.0.0.0 255.255.255.252 128.107.1.1
ip route 0.0.0.0 0.0.0.0 128.107.1.1

ip route 0.0.0.0 0.0.0.0 172.16.100.1

ip route 0.0.0.0 255.255.255.255 172.16.100.2
ip route 0.0.0.0 0.0.0.0 172.16.100.2
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Correct Answer: F
Section: part 5
Explanation

Explanation/Reference:
SERFREES

QUESTION 214
Refer to the exhibit. The network administrator must establish a route by which London workstations can
forward traffic to the Manchester workstations. What is the simplest way to accomplish this?



(& i
(_ Internet

R1 London Manchester R2
&-%’ @%’10'1'1'1"30 10.1.1.2,"30@ 172.16.100.1:30
= : ——— : : )
I~ I~ ~ 172.16.100.2 30~
(i == b @ ,-a_lff_——r; 2 ==
—— — o /
=l
London London Manchester
Servers Workstations Workstations )
Internet /
192.168.1.024 192.168.10.024 172.16.1.0724 : '
192.168.11.0/24 172.16.2.0/24
172.16.3.0/24

& Y & 4 . 4

Configure a dynamic routing protocol on London to advertise all routes to Manchester.

Configure a dynamic routing protocol on London to advertise summarized routes to Manchester.
Configure a dynamic routing protocol on Manchester to advertise a default route to the London router.
Configure a static default route on London with a next hop of 10.1.1.1.

Configure a static route on London to direct all traffic destined for 172.16.0.0/22 to 10.1.1.2.
Configure Manchester to advertise a static default route to London.
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Correct Answer: E
Section: part 5
Explanation

Explanation/Reference:

SRR R SO e
PE4E 172.16.0.0/22 1] LIft3 manchester iy 3 {E49EL - 6 H il EW—Bk ks 10.

QUESTION 215

Refer to the exhibit. The network administrator requires easy configuration options and minimal routing
protocol traffic. Which two options provide adequate routing table information for traffic that passes between
the two routers and satisfy the requests of the network administrator?(choose two)



Network 172.16.0.0116

CentralRouter

&@—;_ Internet
R

InternetRouter

a dynamic routing procotol on InternetRouter to advertise summarized routers to CentralRouter.
a dynamic routing procotol on CentralRouter to advertise summarized routers to InternetRouter.
a static route on InternetRouter to direct traffic that is destined for 172.16.0.0/16 to CentralRouter.
a dynamic routing procotol on InternetRouter to advertise all routes to CentralRouer.

a dynamic routing procotol on CentralRouer to advertise all routes to InternetRouter

a static,default route on CentralRouter that directs traffic to InternetRouter.
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Correct Answer: CF
Section: part 5
Explanation

Explanation/Reference:

E H R SR BN B/ NES FR R YIS - P ASR A RR IS FH B TR s i F

QUESTION 216
What is the effect of using the service password-encryption command?

nly passwords configured after the command has been entered will be encrypted.

Only the enable password will be encrypted.

Only the enable secret password will be encrypted

It will encrypt the secret password and remove the enable secret password from the configuration.
It will encrypt all current and future passwords.

moowy

Correct Answer: E
Section: part 5
Explanation

Explanation/Reference:

E. i EAARIRIR A H &S
QUESTION 217



Refer to the exhibit.What is the effect of the configuration that is shown?

line viv B0 4

password 7 030752180500
login

transport input ssh

A. lt tells the router or switch to try establish an SSH connection first and if that fail to use telnet.

B. ltconfigures a cisco network device to use the SSH protocol on incoming communications via the virtual
terminal ports.

C. It allows seven failed login attempts before the VTY lines are temporarily shutdown.
D. It configures the virtual terminal lines with the password 030752180500.
E. It configures SSH globally for all logins.

Correct Answer: B
Section: part 5
Explanation

Explanation/Reference:
IHEfPRan < 7oET S ik SSH RE S

QUESTION 218
Refer to the exhibit.What is the reason that the interface status is “administratively down,line protocol
down”?

Fouters# show interface s0/0J0
Seral 0f0/0 1s administratively down, line protocol i1s down

There is a mismatch in encapsulation types

The wrong type of cable is connected to the interface

The interface has been configured with the shutdown command
The interface is not receiving any keepalives

The interface needs to be configured as a DTE device

There is no encapsulation type configured

mmoow>

Correct Answer: C
Section: part 5
Explanation

%Ianatloaneference JERE ¢ {EBHEA = {
fF4E—T B 5E1H %EZT% =7 o R 5E$D ==
EAE%;PEEE%ED;:E protocol down -

QUESTION 219
Refer to the exhibit. When running OSPF, What would cause router A not to form an adjacency with router



B?

Loopback 0 Loopback 0
192.168.45.1/24 172.16.10.1.24

I |
% S0/0/0 S00/0 %

10.10.10.124  10.10.10.2724

The loopback addresses are on different subnets.

The value of the dead timers on the router are different.

Route summarization is enabled on both routers.

The process indentifier on router A is different than the process identifier on router B.
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Correct Answer: B
Section: part 5
Explanation

Explanatlon/Reference e
OSPF ﬁBEQ_ﬁafjﬂTﬁ: &% ID - hello
HA > 4T SRS o A : loopback fir
iJJ:KI_JQF%JEx faublB hello E’thﬂtgﬁ
A—1 > IEHE C : BB T REFHIEZE » 3555 -
Lflzxfé%{%D PRI BS FHAERE A — 2L -

Elu\

QUESTION 220
Which two of these statements are true of IPv6 address representation? (Choose two.)

There are four types of IPv6 addresses: unicast, multicast, anycast, and broadcast.
A single interface may be assigned multiple IPv6 addresses of any type.

Every IPv6 interface contains at least one loopback address.

The first 64 bits represent the dynamically created interface ID.

Leading zeros in an IPv6 16 bit hexadecimal field are mandatory.
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Correct Answer: BC
Section: part 5
Explanation

Explanation/Reference:
& 1pv6 7 ZE /D ERE—EIR O D4k ¢ B mac fiz ik HF 8 E

QUESTION 221

Refer to the exhibit. A junior network administrator was given the task of configuring port security on
SwitchA to allow only PC_A to access the switched network through port fa0/1. If any other device is
detected, the port is to drop frames from this device. The administrator configured the interface and tested
it with successful pings from PC_A to RouterA, and then observes the output from these two show
commands.

Which two of these changes are necessary for SwitchA to meet the requirements? (Choose two.)



Switchd# show port- secur1ty interface fa0/f1

Port Security Disabled
@ Port Status Secure-down
Violation Mode Restrict
RouterA Aging Time 0 mins
Aging Type : Absolute
Secureltatic Address Aging : Disabled
Maxirmua MAC Addresses 4o
Total MAC Addresses 0
Configured MAC Addresses 0
Sticky MAC Addresses 0
Last Source Address:Vlan 0000.0000.0000:0
fa0/24 Security Violation Count n}
ﬁ’ Switchd# show running-config interface fal0j1
mm Building configuration...
fa0/1
Current configuration : 209 bytes
I
interface FastEthernet0/1
switchport access vian 3
switchport mode access
switchport port-security maximun 2
switchport port-security violation restrict
PC_A switchport port-security mac-address sticky
end

Port security needs to be globally enabled.

Port security needs to be enabled on the interface.

Port security needs to be configured to shut down the interface in the event of a violation.
Port security needs to be configured to allow only one learned MAC address.

Port security interface counters need to be cleared before using the show command.

The port security configuration needs to be saved to NVRAM before it can become active.
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Correct Answer: BD
Section: part 5
Explanation

Explanation/Reference:

B H KRRt A IR 01 ERCEIRZ 2 - HAYE N e PC_A MRS, MM a2 i1 ER g%
%3 H PCA 1] D/ ping i RA,[H{E swa J:WEEQ B (EECE ?

BT - —RURT R EES E FEICEN - 208 > H s PC_A BB Fa0/1 [ - At DAREZ IR 2
CIFT eatyE R MAC ﬁziﬂ:%u% 1, BVE% 2 BD -

QUESTION 222
Which set of commands is recommended to prevent the use of a hub in the access layer?

A. switch(config-if) #switchport mode trunk
switch (config-if) #switchport port-security maximum 1
B. switch(config-if) #switchport mode trunk
switch (config-if) #switchport port-security mac-address 1
C. switch(config-if) #switchport mode access
switch (config-if) #switchport port-security maximum 1
( )
( )

D. switch(config-if) #switchport mode access
switch (config-if) #switchport port-security mac-address 1



Correct Answer: C
Section: part 5
Explanation

Explanation/Reference: [ | 82 2 (£ 832 A\ JE S b DI AR 2 T OUALHE R > 2 5T - iS5
R BIEIRBIEGEHIER - B R s TAE SR RET 7 il | 2 — (8 5 e -

QUESTION 223
What is known as "one-to-nearest" addressing in IPv6?

global unicast
anycast

multicast
unspecified address
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Correct Answer: B
Section: part 5
Explanation

Explanation/Reference; 2 BE51HT @ S Z 12 ipv6 INELARY4EHEE A% anycast - anycast
R o e o b i Y

QUESTION 224
What is the first 24 bits in a MAC address called?

NIC

BIA

oul
VAI

©Oow>»

Correct Answer: C
Section: part 5
Explanation

E%plaatig/n/R/gf‘grence:”% 4 ’I Mac in E'Ei_[ 48 [:!: 14 ﬁg » 7il 24 firk % #5‘%
zggi%zgg%ﬁﬁ%%iﬁég%g ARG ‘E%‘&E Esglliest Eﬁ %@l f% 24 {EE%TXEIE%%%E
FHVER AL EE B M -

QUESTION 225
Refer to the exhibit. Which subnet mask will place all hosts on Network B in the same subnet with the least
amount of wasted addresses?

Network A Network B
66 Hosts 310 Hosts

S

A. 255.255.255.0
B. 255.255.254.0




C. 255.255.252.0
D. 255.255.248.0

Correct Answer: B
Section: part 5
Explanation

Explanation/Reference:
310 & A%, B 2 1y X X J5-2>=310

QUESTION 226
Refer to the exhibit. What is the most appropriate summarization for these routes?

10.0.0.0
10.0.1.0 - :
10,020 @

10.0.3.0

10.0.0.0 /21
10.0.0.0 /22
10.0.0.0 /23
10.0.0.0 /24

OO ®>

Correct Answer: B
Section: part 5
Explanation

Epranation/Reference
FRNT C EEEENETHEES
10.0. 00000000 .0
10.0. 00000001 .0
10.0. 00000010 .0
10.0. 00000010 .0

AR R > SRREVUEGEEL AT 22 LR — By > BUEH KB -

QUESTION 227
What is the difference between a CSU/DSU and a modem?

A. A CSU/DSU converts analog signals from a router to a leased line; a modem converts analog signals
from a router to a leased line.

B. A CSU/DSU converts analog signals from a router to a phone line; a modem converts digital signals
from a router to a leased line.

C. A CSU/DSU converts digital signals from a router to a phone line; a modem converts analog signals
from a router to a phone line.

D. A CSU/DSU converts digital signals from a router to a leased line; a modem converts digital signals
from a router to a phone line.

Correct Answer: D
Section: part 5
Explanation

i

e e e SRR T SR SR
m m AR ) , S AE . : .
CsU/DsU = ez . MODEN E L )Eﬁfjti B [ S % | modem JEHE{TER G



QUESTION 228
Which two are features of IPv6?(choose two)

multicast
broadcast
allcast
podcast
anycast
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Correct Answer: AE
Section: part 5
Explanation

Explanation/Reference:
A ZHE%

EEEHE

ipv6 (A &R

QUESTION 229
Which two are advantages of static routing when compared to dynamic routing?(choose two)

Security increases because only the network administrator may change the routing tables.
Configuration complexity decreases as network size increases.

Routing updates are automatically sent to neighbors.

Route summarization iscompued automatically by the router.

Routing traffic load is reduced when used in stub network links

An efficient algorithm is used to build routing tables,using automatic updates.

G. Routing tables adapt automatically to topology changes.

Mmoo wy»

Correct Answer: AE
Section: part 5
Explanation

Explanation/Reference:

AR D EE B RRES FHEV 4T IR

QUESTION 230
A network administrator needs to configure port security on a switch.which two statements are true?
(choose two)

A. The network administrator can apply port security to dynamic access ports

B. The network administrator can configure static secure or sticky secure mac addresses in the voice
vlan.

C. The sticky learning feature allows the addition of dynamically learned addresses to the running
configuration.

D. The network administrator can apply port security to EtherChannels.

E. When dynamic mac address learning is enabled on an interface,the switch can learn new addresses,up
to the maximum defined.

Correct Answer: CE
Section: part 5
Explanation

ExPIanatioaneference: A BjEEIR
R EEFERYE 244 B.in the vioce
vlan ‘A ERE C.LRFAF running
configuratin 1A

D.EtherChannels “~NgEJE IR Z2 4
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QUESTION 231
What are three features of the IPV6 protocol?(choose three)

A. complicated header
B. plug-and-play

C. no broadcasts

D. checksums

E. optional IPsec

F. autoconfiguration

Correct Answer: BCF
Section: part 5
Explanation

Explanation/Reference:
B FEfEHRN

C 2 J& Bk
FEHIEE

QUESTION 232
Which command enables IPv6 forwarding on a cisco router?

A. ipv6 host

B. ipv6 unicast-routing
C. ipv6 local

D. ipv6 neighbor

Correct Answer: B
Section: part 5
Explanation

Explanation/Reference:
TERS HH 28 LR IPV6 1y <

QUESTION 233
Which command encrypts all plaintext passwords?

Router(config)#password-encryption
Router(config)#service password-encryption
Router#service password-encryption
Router# password-encryption
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Correct Answer: B
Section: part 5
Explanation

Explanation/Reference:

QUESTION 234

You have been asked to come up with a subnet mask that will allow all three web servers to be on the
same network while providing the max number of subnets.Which network address and subnet mask meet
this requirement?

A. 192.168.252.8 255.255.255.248
B. 192.168.252.8 255.255.255.252
C. 192.168.252.16 255.255.255.240



D. 192.168.252.0 255.255.255.252
E. 192.168.252.16 255.255.255.252

Correct Answer: A
Section: part 5
Explanation

Explanation/Reference:
TE 3 EAMAAL » SA/NR/INE 8 TR SR AR A T4 » FLLHRBEA/N 8 » 7 255.255.256.248

QUESTION 235
Given an IP address 172.16.28.252 with a subnet mask of 255.255.240.0, what is the correct network
addres?

172.16.16.0
172.16.24.0
172.16.0.0

172.16.28.0

OO ®>

Correct Answer: A
Section: part 5
Explanation

Explanation/Reference:
SKYEEEHVHERE Lk - BIE 4By SE—(& IP firhik

QUESTION 236
Which IPv6 address is the equivalent of the IPv4 interface loopback address 127.0.0.17?

A. 1

B. :
C. 2000::/3
D. 0:/10

Correct Answer: A
Section: part 5
Explanation

Explanation/Reference:

QUESTION 237

You are working in a data center environment and are assigned the address range 10.188.31.0/23.You are
asked to develop an IP addressing plan to allow the maximum number of subnets with as many as 30
hosts each.Which IP address range meets these requirements?

10.188.31.0/27
10.188.31.0/26
10.188.31.0/29
10.188.31.0/28
10.188.31.0/25

moowy

Correct Answer: A
Section: part 5
Explanation

Explanation/Reference:
30hosts L& & E » TP 27 EE e -



QUESTION 238
Which parameter or parameters are used to calculate OSPF cost in cisco routers?

Bandwidth,Delay,and MTU

Bandwidth

Bandwidth and MTU

Bandwidth , MTU,Reliability,Delay,and Load

oo wp

Correct Answer: B
Section: part 5
Explanation

Explanation/Reference:
OSPF {# fi# 55t 5 cost

QUESTION 239
Why do large OSPF networks use a hierarchical design?(choose three)

to confine network instability to single areas of the network.

to reduce the complexity of router configuration

to speed up convergence

to lower costs by replacing routers with distribution layer switches
to decrease latency by increasing bandwidth

to reduce routing overhead

Mmoo w >

Correct Answer: ACF
Section: part 5
Explanation

Explanation/Reference: A ?Eé%]%
P AR e M PRI B I8 C iih
A

F k0 s FH R K

QUESTION 240

The network administrator needs to address seven LANs. RIP version 1 is the only routing protocol in use
on the network and subnet 0 is not being used. What is the maximum number of usable IP addresses that
can be supported on each LAN if the organization is using one class C address block?

. 8

6
30
32

14
16

mTmo o w>

Correct Answer: C
Section: part 5
Explanation

Explanation/Reference:
HE 7 (E4EEL - HIER AT O 4BEL—3t 8 (HAHEL - AHEMELA 32 (H IP ik - REWIER AN - E%
30

QUESTION 241
In a switched environment, what does the IEEE 802.1Q standard describe?

A. the operation of VTP



a method of VLAN trunking

an approach to wireless LAN communication
the process for root bridge selection

VLAN pruning

moow

Correct Answer: B
Section: part 5
Explanation

Explanation/Reference:
|IEEE 802.1Q J&—{f th izt

QUESTION 242
What is a global command?

a command that is set once and affects the entire router

a command that is implemented in all foreign and domestic 10S versions

a command that is universal in application and supports all protocols

a command that is available in every release of 10S, regardless of the version or deployment status
a command that can be entered in any configuration mode

moow>

Correct Answer: A
Section: part 5
Explanation

Explanation/Reference:
global command &Il E 4

QUESTION 243
When a router undergoes the exchange protocol within OSPF, in what order does it pass through each
state?

exstart state>exchange state>loading state>full state
exstart state>full state>loading state>exchange state
Loading state>exchange state>full state>exstart state
exstart state>loading state>exchange state>full state

©Oow>»

Correct Answer: A
Section: part 5
Explanation

Explanation/Reference:

Exstart —E DR 71 BDR B8 » 154 LSA B3l - 1 [IREE « B 8 T TN B R I G 0 2
B et B s i sl o e s Bl i R
LS Hhs 2 T L ARG Db TP S £ o3 T N 3 P T 2K S RS £,

Exchange 71 {EikAS + OSPF %4 DBD %37 - DBS {2 LSA (MBSIREEER) F4 = H 2%y LSDB
(R LRI ) 5 BRI A (8 RV SR - 008 (FRRE - B FBay o e [ A ARG s 3
BERIRAE SR 2ok e R EATREZOR) - fis (ERAERRES » FelMa OSPF ML Flood RAE + i oC eramh > ft

L( Fg_oding> FIPS a5 Ay HAIR L -

oading

RS (ERRE T B8 RS AS AN SR - BRERge & L —(E SRR IRAE S SROF B (Link-state Request

List) Fl—{E#psRREEE S B (Link-state Retransmission List) - A HY 52 B Y BB SE IV B EHATREK
T i e zmcie
Full 72 =[i(5 OSPF a3 #1748 1 BT i% —~EHARE - FEISHF > I B RARAYHS H 2 2 [ L AK SE ik
IR L M B e PR = .



QUESTION 244
Which protocol can cause overload on a CPU of a managed device?

A. Netflow
B. WCCP
C. IP SLA
D. SNMP

Correct Answer: D
Section: part 5
Explanation

Explanation/Reference:
http://lwww.cisco.com/en/US/tech/tk648/tk362/
technologies_tech_note09186a00800948e6.shtml#high_cpu_ut

QUESTION 245
What is the alert message generated by SNMP agents called ? (choose two)

A. trap
B. inform
C. get
D. set

Correct Answer: AB
Section: part 5
Explanation

Explanation/Reference:
SNMPv2 TRAPS or SNMPv3 INFORM messages are alerts generated by SNMP agents to the NMS

QUESTION 246
Which three features are added in SNMPv3 over SNMPv2 ? (choose three)

Message Integrity
Authentication
Encryption
Compression

rror Detection

moo®»

Correct Answer: ABC
Section: part 5
Explanation

Explanation/Reference:

QUESTION 247
What are the Popular destinations for syslog messages to be saved? (choose three)

flash

The logging buffer RAM
The console terminal
other terminals

Syslog server

moowy

Correct Answer: BCE



Section: part 5
Explanation

Explanation/Reference:

QUESTION 248
What level will be trapped if the administrator executes the command (choose four)
router(cfg)#logging trap 4

A. Emergency
B. Notice

C. Alert D.
Error

E. Warning

Correct Answer: ACDE
Section: part 5
Explanation

Explanation/Reference:

the command will trap the level 4 till the most severe level ie; warning till emergency.
The syslog levels and descriptions are listed below:
Code Severity Description

0 Emergency system is unusable

1 Alert action must be taken immediately

2 Critical Critical conditions

3 Error Error conditions

4 Warning Warning conditions

5 Notice normal but significant condition. |

6 Informational Informational message

7 Debug Debug-level message

QUESTION 249
What are the three things that the Netflow uses to consider the traffic to be in a same flow ?(choose three)

A. IP address

B. Interface name
C. Port numbers
D. L3 protocol type
E. mac address

Correct Answer: ACD
Section: part 5
Explanation

Explanation/Reference:
to categorize traffic a single flow, the source & destination IP ADDRESS, source & destination PORT
NUMBERS and the L3 PROTOCOL TYPE should match.

QUESTION 250
What are the benefit of using Netflow? (Choose three.)

A. Network, Application & User Monitoring
B. Network Planning
C. Security Analysis
. Accounting/Billing

O



Correct Answer: ACD
Section: part 5
Explanation

Explanation/Reference:

QUESTION 251
Which one of these is a valid HSRP Virtual Mac Address?

A. 0000.0C07.AC15
B. 0000.5E00.01A3
C. 0007.B400.AEO1
D. 0007.5E00.B301

Correct Answer: A
Section: part 6
Explanation

Explanation/Reference:
HSRP virtual Mac address 0000.0c07.acXX BHTE - F7LLZ 3% 1% 0000.0c07.ac BHTENYBEIE

QUESTION 252
Which three are the components of SNMP? (Choose three)

A. MIB

B. manager C.
supervisor D.
agent

E. set

F. AES

Correct Answer: ABD
Section: part 6
Explanation

Explanation/Reference:

QUESTION 253
Syslog was configured with a level 3 trap. Which 3 types of logs would be generated (choose three)

Emergencies
Alerts

Critical
Errors
Warnings

moowy

Correct Answer: ABC
Section: part 6
Explanation

Explanation/Reference:

QUESTION 254
Which three features are added in SNMPv3 over SNMPv2? (choose three)



Message Integrity
Compression
Authentication
Encryption

Error Detection

moo®»

Correct Answer: ACD
Section: part 6
Explanation

Explanation/Reference:

QUESTION 255
In a GLBP network, who is responsible for the arp request?

AVF

AVG

Active Router
Standby Router

oo w>

Correct Answer: B
Section: part 6
Explanation

Explanation/Reference:

QUESTION 256
Which is true about OSPF router-id? ( choose two )

It is used for type 1 router LSA

Highest IP address of the loopback is used
router-id needs to be matched on ospf neighbors
router-id is 16 bit

ooy

Correct Answer: AB
Section: part 6
Explanation

Explanation/Reference:

QUESTION 257
In GLBP, which router will respond to client ARP requests?

The active virtual gateway will reply with one of four possible virtual MAC addresses.

All GLBP member routers will reply in round-robin fashion.

The active virtual gateway will reply with its own hardware MAC address.

The GLBP member routers will reply with one of four possible burned in hardware addresses

oo w>

Correct Answer: A
Section: part 6
Explanation

Explanation/Reference:

QUESTION 258



Which statement describes VRRP object tracking?

It monitors traffic flow and link utilization.

It ensures the best VRRP router is the virtual router master for the group.
It causes traffic to dynamically move to higher bandwidth links

It thwarts man-in-the-middle attacks.

oo wp

Correct Answer: B
Section: part 6
Explanation

Explanation/Reference:

QUESTION 259
What are three benefits of GLBP? (Choose three.)

GLBP supports up to eight virtual forwarders per GLBP group.

GLBP supports clear text and MD5 password authentication between GLBP group members.
GLBP is an open source standardized protocol that can be used with multiple vendors.
GLBP supports up to 1024 virtual routers.

GLBP can load share traffic across a maximum of four routers

GLBP elects two AVGs and two standby AVGs for redundancy.
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Correct Answer: BDE
Section: part 6
Explanation

Explanation/Reference:

QUESTION 260
Which three statements about HSRP operation are true? (Choose three.)

The virtual IP address and virtual MA+K44C address are active on the HSRP Master router.
The HSRP default timers are a 3 second hello interval and a 10 second dead interval.
HSRP supports only clear-text authentication.

The HSRP virtual IP address must be on a different subnet than the routers' interfaces on the same
LAN.

The HSRP virtual IP address must be the same as one of the router's interface addresses on the LAN.
HSRP supports up to 255 groups per interface, enabling an administrative form of load balancing.

cowp
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Correct Answer: ABF
Section: part 6
Explanation

Explanation/Reference:

QUESTION 261
Which three statements about Syslog utilization are true? (Choose three.)

Utilizing Syslog improves network performance.
The Syslog server automatically notifies the network administrator of network problems
A Syslog server provides the storage space necessary to store log files without using router disk space.

There are more Syslog messages available within Cisco 10S than there are comparable SNMP trap
messages.

Enabling Syslog on a router automatically enables NTP for accurate time stamping

oo w
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F. A Syslog server helps in aggregation of logs and alerts.

Correct Answer: CDF
Section: part 6
Explanation

Explanation/Reference:

QUESTION 262
A network administrator enters the following command on a router: logging trap 3.
What are three message types that will be sent to the Syslog server? (Choose three.)

A. informational
B. emergency C.
warning

D. critical

E. debug

F. error

Correct Answer: BDF
Section: part 6
Explanation
Explanation/Reference:

QUESTION 263
What is the default Syslog facility level?

A. local4
B. local5
C. local6
D. local7

Correct Answer: D
Section: part 6
Explanation

Explanation/Reference:

QUESTION 264
What command instructs the device to timestamp Syslog debug messages in milliseconds?

service timestamps log datetime localtime
service timestamps debug datetime msec
service timestamps debug datetime localtime
service timestamps log datetime msec
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Correct Answer: B
Section: part 6
Explanation

Explanation/Reference:

QUESTION 265
What is the cause of the Syslog output messages?



5L %%p ~UPDAVN:
Y EE- "}MM:

IP-EIGRP 1: Na2ighbor 1i0,10.11.Z2

*Mar 01, 00:37:57.3737: $5Y5-5-CCNFIC I: Configured from console by conscoles

5LINKE-5- "HAHGED: Interfac=s FastEthernetl/1l, changed state to administratively down
Line protocol on Interface FastEthernet0/l,
|FagtEthernet0/1l) is down:

changed state to down

interfacs dowm

A. The EIGRP neighbor on Fa0/1 went down due to a failed link.
B. The EIGRP neighbor connected to Fa0/1 is participating in a different EIGRP process, causing the

adjacency to go down.

C. A shut command was executed on interface Fa0/1, causing the EIGRP adjacency to go down.
D. Interface Fa0/1 has become error disabled, causing the EIGRP adjacency to go down.

Correct Answer: C
Section: part 6
Explanation
Explanation/Reference:

QUESTION 266

Which three statements about the features of SNMPv2 and SNMPv3 are true? (Choose three.)

moowy

SNMPv3 enhanced SNMPV2 security features

SNMPv3 added the Inform protocol message to SNMP.
SNMPv2 added the Inform protocol message to SNMP.
SNMPv3 added the GetBulk protocol messages to SNMP.

. SNMPv2 added the GetBulk protocol message to SNMP. F.

SNMPv2 added the GetNext protocol message to SNMP.

Correct Answer: ACE
Section: part 6
Explanation

Explanation/Reference:

QUESTION 267

What are three reasons to collect Netflow data on a company network? (Choose three.)

mmoow>

Correct Answer: ADF
Section: part 6
Explanation
Explanation/Reference:

QUESTION 268

To identify applications causing congestion
To authorize user network access

To report and alert link up / down instances.
To diagnose slow network performance, bandwidth hogs, and bandwidth utilization.
To detect suboptimal routing in the network.
To confirm the appropriate amount of bandwidth that has been allocated to each Class of Service.

What Netflow component can be applied to an interface to track IPv4 traffic?

A. flow monitor




B. flow record C.
flow sampler D.
flow exporter

Correct Answer: A
Section: part 6
Explanation

Explanation/Reference:

QUESTION 269
What Cisco I0S feature can be enabled to pinpoint an application that is causing slow network
performance?

A. SNMP
B. Netflow
C. WCCP
D. IP SLA

Correct Answer: B
Section: part 6
Explanation

Explanation/Reference:

QUESTION 270
What command visualizes the general NetFlow data on the command line?

A. show ip flow export

B. show ip flow top-talkers
C. show ip cache flow

D. show mis sampling

E. show mis netflow ip

Correct Answer: C
Section: part 6
Explanation

Explanation/Reference:

QUESTION 271
What are three values that must be the same within a sequence of packets for Netflow to consider them a
network flow? (Choose three.)

source IP address
source MAC address
egress interface
ingress interface
destination IP address
IP next-hop

mmoowp

Correct Answer: ADE
Section: part 6
Explanation



Explanation/Reference:

QUESTION 272
What are three factors a network administrator must consider before implementing Netflow in the network?
(Choose three.)

CPU utilization

where Netflow data will be sent

number of devices exporting Netflow data
port availability

SNMP version

WAN encapsulation

mmoow>»

Correct Answer: ABC
Section: part 6
Explanation

Explanation/Reference:

QUESTION 273
What are two enhancements that OSPFv3 supports over OSPFv2? (Choose two.)

It requires the use of ARP.

It can support multiple IPv6 subnets on a single link.

It supports up to 2 instances of OSPFv3 over a common link.
It routes over links rather than over networks.
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Correct Answer: BD
Section: part 6
Explanation

Explanation/Reference:

QUESTION 274
What authentication type is used by SNMPv2?

HMAC-MD5
HMAC-SHA
CBC-DES
community strings

©Oow>

Correct Answer: D
Section: part 6
Explanation

Explanation/Reference:
SNMPV2 (i f 2 A —fEseaada sy 2

QUESTION 275
What parameter can be different on ports within an EtherChannel?

speed

DTP negotiation settings
trunk encapsulation
duplex

©Cow>



Correct Answer: B
Section: part 6
Explanation

Explanation/Reference:
& EtherChannel o » i FA—IHS A DIRCE R —H#E ?

QUESTION 276
A network administrator creates a layer 3 EtherChannel, bundling four interfaces into channel group 1.
On what interface is the IP address configured?

the port-channel 1 interface

the highest number member interface
all member interfaces

the lowest number member interface
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Correct Answer: A
Section: part 6
Explanation

Explanation/Reference:
BB T i 3 /g EtherChannel - {i% 4 (&2 & 2] 7 channel group 1 - TEHi— {323 IP {irhl: ?

QUESTION 277
What command sequence will configure a router to run OSPF and add network 10.1.1.0 /24 to area 07

A. router ospf area 0
network 10.1.1.0 255.255.255.0 area 0

B. router ospf
network 10.1.1.0 0.0.0.255
C. router ospf 1
network 10.1.1.0 0.0.0.255 area 0
D. router ospf area 0
network 10.1.1.0 0.0.0.255 area 0
E. router ospf
network 10.1.1.0 255.255.255.0 area 0

F. router ospf 1
network 10.1.1.0 0.0.0.255

Correct Answer: C
Section: part 6
Explanation
Explanation/Reference:

QUESTION 278
Refer to the exhibit.



Cisco#show ip interface brisf

Interface IP-Address ({? Methed Status Protocol
FastEthernet0/0 162.1e8.1.1 YES manual up up
FastEthernetl/1 172,1e.1.1 YES manual up up
Loopback( 1.1.1.1 ¥ES manual up up
Loopbackl 3523202 ¥ES manual up unp
Vlianl unassignad IES unset administracively down down

If the router Cisco returns the given output and has not had its router ID set manually, what value will
OSPF use as its router ID?

A. 192.168.1.1
B. 172.16.1.1
C. 1.1.11
D. 2222

Correct Answer: D
Section: part 6
Explanation

Explanation/Reference:
router id {E 435242 loopback 12 f1ffy 5 A IP firhk

QUESTION 279
What OSPF command, when configured, will include all interfaces into area 07

A. network 0.0.0.0 255.255.255.255 area 0
B. network 0.0.0.0 0.0.0.0 area 0

C. network 255.255.255.255 0.0.0.0 area 0
D. network all-interfaces area 0

Correct Answer: A
Section: part 6
Explanation

Explanation/Reference:
Wh—{iEl OSPF i< F] LU FT 47157 4153 area 0 ?

QUESTION 2380
Which statement describes the process ID that is used to run OSPF on a router ?

A. ltis locally significant and must be the same throughout an area
B. Itis globally significant and is used to represent the AS number
C. ltis locally significant and is used to identify an instance of the OSPF database
D. ltis globally significant and is used to identify OSPF stub areas

Correct Answer: C
Section: part 6
Explanation

Explanation/Reference:
OSPF ProcessID M2 AMA R - FIZAEAME 531 [FH) OSPF #Ef2

QUESTION 281



Refer to the exhibit. What set of commands was configured on interface Fa0/3 to produce the given the
output?

FastEthernet0/3:

Port state = 1

Channel group = 2 Xode = Fassive Gechange = -

Port-channel = Pol GC . - Pseudo port-channel = Pol
fﬂ;g_sﬁ%‘:x « 0 Load « OxQ0 Protocol =« LACY?

A. interface FastEthernet 0/3
Channel-group 1 mode desirable
Switchport trunk encapsulation dot1q
Switchport mode trunk

B. interface FastEthernet 0/3
Channel-group 2 mode passive
Switchport trunk encapsulation dot1q
Switchport mode trunk

C. interface FastEthernet 0/3
Channel-group 2 mode on
Switchport trunk encapsulation dot1q
Switchport mode trunk

D. interface FastEthernet 0/3
Channel-group 2 mode active
Switchport trunk encapsulation dot1q
Switchport mode trunk

Correct Answer: B
Section: part 6
Explanation

Explanation/Reference:

QUESTION 282
What SNMP message alerts the manager to a condition on the network?

response
trap

cet
capture
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Correct Answer: B
Section: part 6
Explanation

Explanation/Reference:

QUESTION 283



a0/2

SWl#show etherchannsl summary

unsuitabls for bundling
waiting to be aggregated
- default port

Number of chammel-groups 1n use:
Number of aggr=gators:

Group Pcrt-channel Protocol Ports

1 Pcl(5U) - Fa0/Z(P) Fald/l(D)
SWl#show interface fal/l

Hardware 1s Lance, address 1s 00&0.Scll.S501
(bia 00E0.5c11.9501)
MTU 1500 byctes, BW 10000 ¥bit, DLY 1000 usec,
reliability 255/255, txload 1/255, rxleoad 1/255
Encapsulation ARPA, loopback not st
Keepalive set (10 sec)
Full-duplex, 10Mb/s

APP type: ARPA, APP Timeout 04:00:00

Last clearing of "show interfacs" counters never

Input ¢ueue: U/75/U/U (S1ze/max/drops/rlushes);
Total output drops: 0

Qusueing strategy: fifo

Dutput queue :0/40 (size/max)

5 minute input rate 0 bits/sec, 0 packets/sac

5 minute output rate 0 bits/sec, 0 packets/sec

Flags: T down P - in port-channel
1 - stand-alone s - suspended
E - Hot-standby (LACP only)
E - Layer3 S - Layer2
U - in use f - failed to allocate aggregator
-
% -
4

FastEthernet0/1 is down, line protocel is down (disabled)

input flow-control is off, output flow-control is off

Last input 00:00:08, oucput 00:00:05, output hang never

SWZ§show =therchanmnsl summary

unsuitables Zor bundling
waiting to be aggregated
d - default por:c

Flags: D - down P - in port-channel
1 - stand-alone s — suspended
H - Hot-standby (LACP only)
R - Layesr3 5 - Layer2
U - in use £ - failed to allocate agyregator
u
w

Number of channel-groups in uss:
Number of aggrsgators:

Group Port-channel Protocol Ports

8 [} Pol(5U) - Fa0/2(P) FaD/1(D)

SWl#show interface fal/l
FastEthernet0/1 is down, line protocol is down (disabled)
Hardware 1is Lance, address 1s 00d0.%7a7.7901
(bia 00d0.87a7.7%0L)
MTU 1500 bytes, BW 100000 Fbit, DLY 1000 usec,
reliability 255/255, txload 1/255, rxlcad 1/255
Encapsulation ARPA, loopback not s=t
Keepalive set (10 sec)
Full-duplex, l0OMb/s
input flow-control is off, output flow-control is off
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:08, output 00:00:05, output hang never
Last clearing of “show interfacs" counters never
input queue: U/75/0/U (Size/max/drops/riushes);
Total output drops: 0
Queusing strategy: £ifo
Jutput cqueus :0/40 (size/max)
5 minute input rate 0 bits/ssc, 0 packets/sec
5 minute output rate 0 bits/ssc, 0 packets/sec

Refer to the exhibit.If the devices produced the given output,what is the cause of the EtherChannel

problem?

A. There is a speed mismatch between SW1's Fa0/1 and SW2's Fa0/1 interfaces.

B. There is an MTU mismatch between SW1's Fa0/1 and SW2's Fa0/1 interfaces.

C. There is an encapsulation mismatch between SW1's Fa0/1 and SW2's Fa0/1 interface.
D. SW1's Fa0/1 interface is administratively shut down.

Correct Answer: A
Section: part 6
Explanation

Explanation/Reference:
EtherChannel H1 [ {[&& 75 % speed —%{

QUESTION 284

What are two benefits of using a single OSPF area network design?(choose two)

it reduces the number of required OSPF neighbor adjacencies

It reduces the types of LSAs that are generated

It increases LSA response times.

A
B
C. ltis less CPU intensive for routers in the single area
D
E

It removes the need for virtual links

Correct Answer: BE
Section: part 6
Explanation

I atlon/Referenc
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QUESTION 285




Fain Faon

Fa0nr Fali2

SWi1

intecface FastEthernet 0/1
channel-group 1 mode auto
switchport trunk encapsulation dotl
svitchport mode Ttrunk

interface FastEcthernet 0/2
channel-group 1 =ode auto
switchpert trunk encapsulation dotlqg
svitchport node Trunk

Refer to the exhibit .A network administrator is configuring an EtherChannel between SW1 and SW2 . The
SW1 configuration is show.What is the correct configuration for SW27?

A. Interface FastEthernet 0/1
Channel-group 1 mode active
Switchport trunk encapsulation dot1q
Switchport mode trunk

Interface FastEthernet 0/2
Channel-group 1 mode active
Switchport trunk encapsulation dot1q
Switchport mode trunk

B. Interface FastEthernet 0/1
Channel-group 1 mode passive
Switchport trunk encapsulation dot1q
Switchport mode trunk

Interface FastEthernet 0/2
Channel-group 1 mode passive
Switchport trunk encapsulation dot1q
Switchport mode trunk

C. Interface FastEthernet 0/1
Channel-group 1 mode desirable
Switchport trunk encapsulation dot1q
Switchport mode trunk

Interface FastEthernet 0/2
Channel-group 1 mode desirable
Switchport trunk encapsulation dot1q
Switchport mode trunk

D. Interface FastEthernet 0/1
Channel-group 1 mode auto
Switchport trunk encapsulation dot1q
Switchport mode trunk

Interface FastEthernet 0/2
Channel-group 1 mode auto
Switchport trunk encapsulation dot1q
Switchport mode trunk



